28808_EDEBDA0332-1424-1_EN

I
KBR

Energy Management

System | english

Operating instructions

Power-Quality
Evaluation Software

WinPQ lite

You can download the power quality analyser
software WinPQlite free of charge on the

KBR homepage. The software is available in
the download area under the category

"Apps, software and GSD files".

In our download centre you will find
the appropriate instructions for KBR devices.

https://www.kbr.de/download/
operating instructions/




KBR

EnergyManagement

KBR GmbH does not accept any liability for damage or losses of any kind arising from
printing errors or changes in this manual.

Furthermore, KBR GmbH will not accept any liability for loss or damage of any kind resul-
ting from faulty equipment or devices that have been modified by the user.

Copyright 2024 KBR GmbH
Subject to change without prior notice.
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1. User prompt

The user manual contains all important information for installation, commissioning and

operation. Read the instruction manual completely and do not use the product until you

have understood the instruction manual.

1.1 Target group

These operating instructions are intended for trained and qualified staff as well as trained

and tested operators. The contents of these operating instructions must be made acces-
sible to the persons respon-sible for installing and operating the system.

1.2  Warnings

A

SIGNAL WORD

Type and source of danger!
2 Consequences of non-observance
2 Action to avoid the danger.

1 Types of warnings

Warnings differ according to the type of danger as follows:

A

DANGER!

Warns of an imminent danger which, if not avoided, will result in
death or serious injury.

Warns of a potentially dangerous situation that can result in
death or serious injuries when not avoided.

CAUTION!

Warns of a potentially dangerous situation that can result in fairly
serious or minor injuries when not avoided.

NOTICE!

Warns of a potentially dangerous situation that if not avoided
could result in material or environmental damage.

Refers to procedures that do not present a risk of injury
or damage to property, but which must be observed to
ensure reliable operation of the appliance!

EI
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1.3 Notes

Notes on appropriate use of the device.

1.4  Other symbols
1 Instructions

Structure of the instructions:

Guidance for an action..
~Indication of an outcome, if necessary.

Lists
Structure of unnumbered lists:
O= Listlevel1

=3 List level 2

Structure of numbered lists:
1) Listlevel 1

2) Listlevel 1

1. List level 2

2. List level 2

1.5  Applicable documentation

For the safe and correct use of the product, observe the additional documentation that is
delivered with the system as well as the relevant standards and laws.

1.6 Keeping

Keep the user manual, including the supplied documentation, readily accessible near the
system.
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2. Software WinPQ lite

The free WinPQ lite evaluation software has been created exclusively for the Network
Analyser multimess D9-PQ smart and multimess F144-PQ and includes the following
functions:

0 Set-up of the Network Analyser multimess D9-PQ and multimess F144-PQ,
0 Online analysis of the measurement data,

0 Reading the measurement data from the measuring device,

0 Analyse offline measurement data,

0 Firmware update multimess D9-PQ and multimess F144-PQ,

0 Calibration of the network analysers (optional).

The powerful database and evaluation software WinPQ which is available at an

extra charge supports all mobile and permanently installed Network Analysers
supplied by KBR GmbH in one system. Measuring data from different devices
can be compared to each other. There is a fully automated and permanent con-
nection to all permanently installed devices. Detailed PowerQuality reports and
sequence of events recording are automatically created by the system and can
be sent via e-mail. There are separate operating and commissioning instructions
for the WinPQ software

2.1 Installation of the evaluation software

To start the installation of the evaluation software, download the file free of charge from
our homepage in the download area under Apps-Software-GSD-Files. It can be found
under the name Power Quality Evaluation Software WinPQlite. If the autostart function
is activated, the installation programme will start automatically. Otherwise, navigate

to your download area via your file explorer and double-click to start the Setup.exe or
WinPQlite_6.4.0.exe file.

The installation corresponds to the usual Windows standard including the uninstallation
of the programme system via the "Add or Remove Programs" control panel. The installa-
tion location of the programmes (target directory) can be freely selected during installa-
tion.

Install the software in a directory in which you
also have read and write rights.

The starticon wweaie (64 bit) is created automatically on your PC's Desktop.

28808_EDEBDA0332-1424-1_EN
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1 Uninstalling the software via the control panel
The components are removed from the PC using Windows Control panel.

Under Software,WinPQ lite entry, use the Remove button to delete the evaluation
software.

All parts of the program, including the generated links, are completely removed after
a single confirmation.

Before uninstalling the program, the components launched must be closed.

1 Software Update

The evaluation software "WinPQ lite" as well as all updates and current device firmware
can be found free of charge on our website in the download area under Apps-Software-
GSD-Files.

m Please also install the current device firmware on your measuring
device to ensure that you can use any new functions.

Please also install the current device firmware on your measuring device to ensure that
you can use any new functions.
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2.2  Basic setting for Software

The following changes are possible under the menu item "Options":

1 General Settings

Gemeral zovtings Cdor semtings:
Wirite Logfile F
Syslog (DR =) 514
Crmpress Bl 1=
Language English o
Ciata Fokder Gkl rsiPieferappDats\ Reaming WinPQine\Datah Change
Allowed inactrety 5] BO0

Cancel Ft Save

0 Write Lodfile: software messages are logged in a file.

0 Syslog (UDP): the logbook messages are also transmitted via syslog protocol via the
network.

0 Compress files: if this option is activated the WinPQlite is zipping the .xml-files of para-
meterization before sending them to the device. This leads into a faster communication
and parameterization.

0 Language: software language setting (SW must be restarted after a change)

0 Data folder: Folder in which all measurement data are stored. This can be individually
adapted to your own folder structure, for example to store the measurement data of the
Network analyser on
D:\measurement data\.

0 Allowed Inactivity: if this time of inactivity will be reached, the WinPQlite closes open
connections with the device. The default-value of allowed inactivity are 10 min=600 s.

10
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Individual colours can be used to display the measurement data.

The colours are used in the order of the clicked measurement data.
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2.3  Create measuring device in the WinPQ lite software

Via the function New device an assistant is called up which creates the measuring devices
as a tile on the WinPQ lite Desktop and also completes the commissioning of the device.

WinPQ lite 5.0.0 - 12,06.20

All security-relevant system settings for setting up and operating the device
and the entire PQ system are described in the separate security documentation

for administrators (requirement of the BDEW white paper).

2.3.1 Creating a device tile

Since the KBR GmbH devices with firmware version 2.0 or higher have several modes due
to the increased IT security requirements, it is necessary to differentiate when adding
encoders to the WinPQ lite software.

Under the following conditions, a device can be created in the WinPQ lite software
without further actions:

0 A device with a firmware version lower than V2.0 is present.
0 A device with firmware V2.0 and switched on compatibility mode is present.
0There is a device with firmware V2.0 and already setup user administration.

If none of the above requirements are met, the measuring device has not yet been fully
set up. If the initial start-up has not been carried out by the device wizard, the instruc-
tions in chapter 6.3 of the instructions for the measuring device must be followed. If the
device is in safety mode, follow the instructions in chapter 2.3.2.

12
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2.3.1.1 Wizard Step 1 - Device Selection
W B TR0

= .|

Add new device:
& multimess D9-PQ
1 multimess F144-PQ

[ QTN |um | - oo |Qcmu

Device Selection

0 multimess D9-PQ 0 multimess F144-PQ
(PQI-DA smart) (PQI-DE)

13
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2.3.1.2Wizard Step 2 - Device Setup

Select the device setup: Connect a device that has already been set up.

Please note the necessary prerequisites described at the beginning of this
chapter.

= 1

Add PQ-device:

g fuckd dhesices
Conneck a device fhat bas alread; been setup:

Femish commismaning win L sesunty
* Complebt comminasming af & rew device with actvated TT security optian.

Cormate a tile for an offine device,

[ oo [ne @] [0 o | [ Gl

2.3.1.3 Wizard Step 3 - Device Mode

Selection of the procedure for finishing the devices - Security settings:

0 Compatibility moed
The TCP/IP communication to the device is unencrypted.

0 Security mode

The TCP/IP communication de-vice is encrypted using the SSH protocol.

@ Compaskiliey mode:
witheust [T security eeticn

7 Security mode:
* T shouity apbion snabled

14
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Selection of connection:
The device can be connected via USB or TCP / IP (network) communication.

If the USB interface is used, it must be selected in the following step.

Chante aonnsctian type:
& TCRAM  Mictwork intorfocc
o sk

[@ wa| [t O] [ o | [O comn

2.3.1.5 Wizard Step 5 - IP Version
Selection of IP version:

A distinction can be made between IPv4 and IPv6. IPv6 is currently
only supported via gateways.

The default connection is IPv4.

(v
I
|

1P Version
& 1
0 1wt

@ zuick| [Weter @] [0 08 | | €D Mbruc

15
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2.3.1.6 Wizard Step 6 - IP Address
IP address of the measuring instrument:
Enter the IPv4 address and the connec-tion port of the encoder.

The default port depends on the selected mode:
0 Security mode: Port 22
0 Compatibility mode: Port 5040

Wasard
| — =

1# ¢ Port
192188294

5040

@ Zunick| Weiter € |0 & | | €} Abbrch

Click,,OK" to accept the values and create a tile for this device on the software interface.

Any number of devices can be created.

16
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2.3.2 Completing the Instrument Wizard in Secure Mode

If the setup of the meter was performed in Security Mode" (as described in chapter 6.2),
the meter will display the following screen after restarting until the setup is complete:

Security advice

Secure mode was activated,
setup has to be finished at the PC
with the following S/N:

Secure mode was
activated, setup has to

be finished at the PC
with the following S/N:

19025758
17042557
Anzeige Anzeige
multimess F144-PQ multimess D9-PQ

At the end of commissioning in security mode, a user database is created on the device in
which all infor-mation of users, their roles and the associated rights are stored.

In order to create individual users for the device in this database, it is necessary to execu-
te the commission-ing assistant via the New device button.

The device is selected as described in chapter 2.3.1.1

2.3.2.1 Security Wizard - Completion

Selection to complete all security settings:
,Completion of commissioning with IT security”

hadd PQ-device:

Add dente:

Connect 8 device that has slresdy been setup,

Fimish commMisHCIng ween || secunty
Campilete cemmissening of 8 new device with activated [T security agtion

Crmate & tile for an offine desice.

B eack M £ ik € Cormel
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2.3.2.2 Security Wizard - Procedure Selection

Selection of the procedure for com-pleting the devices - Security settings:

0 Manual setup ( see chapter 2.3.2.3)
Manual entry of all data such as IP ad-dress/serial number of the device

0 Identification file (see chapter 2.3.2.4)
Use of an identification file made avail-able by the device.

"Wiand
| c—] |

Commauoming with [T seouty opbore

Manus setp
Input data for setting up the dever

=, Setup with adentilication fe
7 dmntification file reaiatie

[@ & [t O] [ o | [B Coen

2.3.2.3 Security Wizard - Manual

For setup, the serial number of the instrument must be known and entered in the field to
establish the first connection via an encrypted connec-tion to the instrument.

I

Sensl number of devioe:
140 5E

[« T &d_e_ M o | [E Ceeal

18
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Secial mbar
ECDEA Fingarprine
w

Port

| ees—— |
Sevup with identification fies
Lo idresifcation fie Load

Tnharsruition fraen identfication fe

™ B & o«

[« ™

[ 6 comel|

If the option Identification file was selected in chapter 2.3.2.2, the *.aei file, which is
provided by the instrument via an SD card (see instructions for the measuring device

chapter Memory

management), must be selected via "Open"

e Offnan —

5 EE

m-'a + Computer o

<[ | [ Ao, Gaonte-Nama 17042 fo

Cogtnitiesen = Prues Ordees

B Computes

S Lotuies Datentrager (€
i ks (0]

i Dotallase et )

s Volume ()

o byt (5}

- ki ditentragar (H}

g8 transher (1 TuskshAS) (1))
St Users (V\DC-SoraLIR) )

Duteipase 17041357 20 -

=~ 0

Hamne Erderungedabom  Typ Grede

3

b veemtchped
L TR

Dimescrdne:

1406 200!
14062005 1115

13 Dimteierdne:
A Duabtr 18

g Fesrtnditen (NDC-SMLRT (LY (@
i hmpeelhoudla: eberle de/ remene phe.

e B o

]

The *.aei file contains all information such as serial number, ECDSA finger-print, IP address
and the port parameterized on the encoder. It can be found on the SD card in the main
directory of the measuring instrument.

19
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w

Satup with identification e
Loss identificates fle | Lzad |

Iedgumation brom idenbcation He:
Serial number: | 14064358
ECI3A Frngerpnnt: 26963097 LadiOed S e 20 305 Tin ke
IP: 19218856210

Port 22

[@ oo [t ®] 0 ok | [6 coel]

After the file has been selected, all information required for the connection is automati-
cally entered.

In any case, the ECDSA fingerprint must be compared with the fingerprint on the
measuring device before clicking Continue in order to uniquely verify the identification!

Click,,Next” to download the password guidelines from the meter.

20
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2.3.2.5 Security Wizard - User Setup

Patewsrtandondanngen:
Min, Passuntiinge: 10
Min. grade Buchisben: 1
Min, ging Buchstaben: 1
Min. Taisieee ©

Min, sonatige Teinen: 1

€ Zucck (Weier @3 | # ok | |[ED Atbexh

For each of the three roles defined (administrator, operator, user), the device requires a
user who must be entered together with a password.

Depending on the password policy, a password that complies with the company's IT
policy is required.

Information *

Benutzer erfolgreich erstellt:

192.168.2.94 22 - Anlage Messfeld-Name Geraste-Name

If all users have been successfully created and transferred to the meter, the following
message appears "User successfully created!"

Commissioning in high-security mode is now complete.

The detailed description of rights and roles with specification of rights is listed
in the security doc-umentation.

In addition to the three standard users per role, further users can be created in
the measuring instrument.

21
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2.3.3 Deleting a device tile

Device tiles can be deleted via the Setup general device menu.

Edit
glete Device

date firmware

24 Device setup

m When security mode is switched on, the device can only be parameterised only
possible as an administrator after logging in!

The parameterisation or device setup of the measuring device is started via the Para but-
ton on the device tile. Parameterisation can be carried out in a basic or expert view. You
can switch between these views using the corresponding selection field in the right-hand
main menu of the parameterisation window.

The main menu (see figure below right) is displayed in the right-hand area of the para-
meterisation window. The parameter menu with the selection of parameter groups is
displayed in the left-hand window area (see illustration below right).

22
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2.4.1 Main Menu: Views and functions

The basic view enables application-guided parameterisation of the
device, while the classic expert view shows the parameter struc-
ture of the device in list form. The corresponding description can
be found in chapter 2.5. The service view should only be used for
parameterisation with the KBR Service.

E] Incorrect parameterisation can lead to malfunctions!

Mit Senden werden die in der Oberfliche eingestellten Parameter
an das Gerit gesendet. Mit Vorlage Offnen bzw. Eigene Vorlage
Offnen kénnen verschiedenen Normvorlagen oder selbst erstellte
Vorlagen geladen werden.

0 Low voltage network according to EN50160 and trigger settings

0 Medium voltage network according to EN50160 and trigger
settings

0 High voltage network according to EN50160 and trigger settings

0 IEEE519 for different voltage levels

Save saves the settings you have made in an XML file.
The Export CSV function can be used to output all or selected

KBR

EnergyManagement

Pl

k Basic Desktop
Send
———

Close

device parametersin a CSV file.

EnRs I

Farml (=] 36
37 Freguency
Sebect the parsmeters which should be exported into the C5W 38 Froquency ripple signal woltage [Hz]
e 29 Flicker bult
a0 mormalized voltage LL-Sp. [pement from UNOM]
A1 Frpitenpdis 13- Penioden-voltage [percent from UC b, UG 1]
WinPQ Interface (CCCD - 42 oderance band Fast voltage charge BvC, dd [percent from U 1
E 43 || dmax]-threshold fast vallage chargs BWE [5 fram UG baw. L]
— s ¥ 4 threshold valtage dip [Dip) [percent from UC bow. UC1.75] %
M| device designation 45 [sheeshokd valtage swall {thrashold) [pevesnt from UC biw, U 118
¥ Logbook 45 |theeshold valtages interruption [percent froem UE Biw. UE/L. 5
| IP-Settings 47 leware threshald 10s- retwork frequansy MHe e
7] License Manager 48 migher threshald 10s-Taeal netwerk frequency JHe 505
¥ SD-Card parameter 49 lower threshald 10min-valtage [percent fram UC bow. UG 20
¥ Timestamp 50 higher threshald 10min- voltage [percent from UC baw. UC/] 110
¥ Maodbus 41 threshold 10mineTHD jpercent] &
& The F Recording 52 threshold 10min-voltages unbalande [pement] 2
= 53 threshold short time flicker PET [
1 By Rew'_qu 34 threshold long time flicker PLT 1
) MemanySetsings (schitsber) 55 threshold 3 Sec -ripple signad voitages [percent fram UC baw. ]
) 15n 10/ Relais £ LED-Settings 56 Trigger. thoeshald 300ms. ripgle signal voitage recarder [pent 1
4| sefvanee manager & 57 bimit table 10min voltages harmenie [#2) [peroent] 2
— 58 |threshold 10min-veltages harmonic (1) [percent] 5
u Abart Fb Ok 59 threshold 1Weninevoltages hismonic (W) | percent] 1
60 threshold 10min-veltages hamonic (13) [percent] [}
Selection dialog for exporting the 61 threshold 10 in-vieltages hismanis (W8] | pereent] o5
63 theeihald 10enin-veltages hismonie [HT) |pareint] 5
desired data 81 theasheld 10min-vielages hasmorie {HA) |pareant] .13
E4 threshald 10emin-veltages hasmonic (H9) | pereant] L5
65 threshold 10min-voltages harmonic {H10) [percent] 05
66 thresholkd 10min-voitages ammonic (H11) [percent] 35
Example of a CSV file in Excel
23
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The "Factory settings" option resets all settings on the device to the factory settings with
the exception of the TCP/IP settings and licence settings. After the measuring device has
been reset to the factory settings, the the wizard must be carried out again! All measu-
rement data is deleted from the device after the wizard has been run! Close closes the
parameterisation is closed. Any changes that have not been saved will be lost!

2.4.2 Parameter Menu: Device parameters and
settings

The device parameters and settings are divided into
functional groups and can be selected in the left-hand
window area (see illustration on the right). These are exp-
lained in more detail in the following sections. The various
parameters are partly dependent on each other and also
on the template loaded or selected when commissioning
the device.

Further explanations of the various values as well as the
metrological background can be found in chapter 2.5.

I'Il
o

Basic settings

IS8

Limits

T
Il

Oscilloscope Rekorder
10ms RMS recorder

Ripple control

Time Settings

RCM

=1

=

24
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2.4.3 Basic Settings

All main settings can be found into the basic settings window.

E - P—
:

sz urimngy

e i £ g s et g g LB 1858 RS 1T, 1L S

HEH-
|

E':i

N e 4 Ea e L

E

3

Mg ks [y P cabratias

1@

To provide a clear overview, all parameters are bundled into functional groups.

2.4.3.1 Device

All device identifiers can and should be entered here for a clear assignment of the measu-
ring device. These identifiers are used for the display in the WinPQ lite interface, when
copying the data to an SD card (folder name) and also for the unique assignment in the
WinPQ database.

2.4.3.2 Anschlusseinstellungen

Nominal voltage (phase to earth) in volts is defined here (primary). The measuring device
relates all trigger thresholds or PQ events to the set nominal voltage. The contractually
agreed phase-to-phase voltage, e.g. 20400V, is specified as the nominal voltage in the
3-wire system. In the 4-wire network, the phase-to-earth voltage is specified, e.g. 230V

2.4.3.3 Netzfrequenz

Selection of the mains frequency and selection of the reference voltage input for the
frequency frequency measurement.

2.4.3.4 Netzform

With the 3-wire or 4-wire system setting, the device differentiates between the type of
system to be measured. In an insulated 3-wire system, all ratings of the EN 50160 stan-
dard are calculated from the phase-to-phase voltages. In a 4-wire system (earthed sys-
tem), all PowerQuality parameters are determined from the phase-to-earth voltages. In
the 4-wire, independent phases, the events are also determined from the phase-to-earth
voltages. In addition, the power of the individual phases is calculated independently in
the 4-wire system with independent phases.
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2.4.3.5 Connection configuration of voltage and current inputs
Select the connection configuration and the voltage transformer factors.

The transformation ratio of the current and voltage transformers to which the power
analyser is connected must be entered in the transformer settings.

1 Example:

0 Voltage: primary = 20.000 V; secondary = 100 V
= internal conversion factor knu = 200

0 Current (C30/C31): primary = 100 A; scondary =5 A
= internal conversion factor kni = 20

For the small signal inputs at the current input with the characteristics C40, C44, C45, the
conversion factor kni has to be determined via the following relationships. The numerical
values are purely example values, the correct values are to be taken from the data sheets
for the specific application.

The conversion factors have to be entered identically on all four phases.

2.4.3.6 Measuring interval

Configuration of the two adjustable recording intervals N-seconds and N-minutes. In
addition to the class A measurement intervals, numerous values can be recorded by the
PQI-DE at freely adjustable intervals. For example, this can be used for the measurement
of maximum power in the 15 minutes interval. The inter-vals are always synchronic to full
hours.

2.4.3.7 Flicker-Curve-Lamp model

Selection of the lamp model fora 120V or 230V flicker curve. In 120V systems
(mostly South America, America), a different flicker curve is specified thanina 230V
system (Europe, Asia, Africa).
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2.4.3.8 Power calculation
Selection of power calculation with or without asymmetry.

The power calculation in the device firmware can run in different measurement functions.
The various reactive power types can be switched on or off as required. This has an influ-
ence on the calculation of the collective total image power and the apparent power.

0 Unbalance
On: Power calculation according to DIN 40110-Part 2 - with calculation of the
Unbalanced reactive power is the factory setting of the device.
This setting is strongly recommended for measurements on the transformer,
for example.

0 Unbalance:
Off: The power calculation is performed without the unbalanced
components (single-phase systems).

This setting has an influence on the measured power values of the reactive and
reactive and apparent power values in the device display, the online measurement data
and the recorded measurement data as well as in the control technology!
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2.4.4 Limits

In this menu, all limit values of the currently set standard or loaded standard template are
preselected. The compatibility levels can be changed by the user. This setting has a direct
influence on the standard reports!

It is recommended to work with standard templates!

G _—

e

- mL‘LILI.LJu&-y::-

gt Lo o e

For a better overview, all parameters are summarised in functional groups. The various
(physical) variables and their calculation are defined and described in the instructions for
the measuring device in the Webserver chapter..

1 Voltage changes
Limits for slow voltage changes and fast voltage changes
(for details see the respective standard).

1 Frequency
Upper and lower limit value of the permitted frequency deviation in relation to the set

grid frequency.

1 Unbalance
Limit value for unbalance.

1 Flicker
Limits of long and short-term flicker.

1THD
Limits of the Total Harmonic Distortion.

1 Voltage harmonics
Limits of voltage harmonics with direct selection.
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The trigger conditions and thresholds, i.e. trigger criteria for oscilloscope recorder, as well
as other settings of the oscilloscope recorder can be set in this menu. In default configu-
ration, an effective value threshold of +10% and -10% of the nominal voltage is defined.

devite desigration
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4 Thresholds | Kecaeding
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oscilloscope recorder trigger bength
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Triggenrectage binary output
Binary Rbsanding Contisl
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* 00 mberval
* 1501 80-Perwdd-wterval
= Lormr-interval
i Tvirtenal
+ djintenval
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¥ H-minutes-intenal
= Ozciloscope recarder
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over vohage U2E -5 gt
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A erver voltage L23 - sitive

L0340
2
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For a clearer overview, all parameters are organized in functional groups. If a field is
greyed out and/or not selected, this trigger criterion is not active or cannot be activated.
The parameters of the current trigger can be displayed either absolute or as percentage
value of the nominal current (setting in the basic configuration).

in both recorders.

The trigger thresholds of the oscilloscope and RMS recorder are not
completely independent. All common parameters are automatically adjusted
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2.4.5.1 Voltage and current trigger

The trigger thresholds refer to the set nominal voltage as a percentage, e.g. 230V or 400
V in the Basic settings menu item. If the voltage falls below the lower trigger threshold or
exceeds the upper trigger threshold, a recorder recording is started, whereby the 10 ms
effective values form the basis for the measured value. If the set value (measured value
basis 10ms effective values) of the effective value jump and phase jump (in degrees) is
violated, the recorder is started. The envelope curve trigger starts a recorder recording in
the event of a so-called sine wave violation. The measuring device detects a violation of
the envelope of the sine curve at the sampling level (e.g. commutation dips). In practice,
a setting in the range of 10 to 25% (of the nominal voltage) is usually recommended.

2.4.5.2 Symmetrical Components Trigger

Starting the recorder when values of symmetrical components are violated (settings of
the trigger thresholds analogue to those of voltage and current triggers).).

2.4.5.3 Frequency trigger and frequency jump

Start the recorder if the values fall below or exceed the set mains frequency (basic set-
tings). The ROCOF (Rate of Change of Frequency) is triggered with the frequency jump
parameter. Filters are used for internal processing and determination of the ROCOF, which
can be optimised for each application in the field. To design these filter coefficients,
please contact product support, who will be happy to provide you with the white paper
and package for recording the ROCOF. The standard parameters are suitable for detecting
ROCOF>0.2Hz/s with a duration of at least 0.25s.

2.4.5.4 BinaryTrigger

Starten des Rekorders bei externen Trigger-Befehl (via Software) sowie auf eine fallende
bzw. steigende Flanke an Bindreingang 1 bis 8

2.4.5.5 Recorder length and Pre-event time

The recording length is the total recording time for the oscilloscope image in millise-
conds. The prehistory is defined as the time that has elapsed before a (trigger) event
occurs and is also recorded.

The measuring device has a minimum recording length and a maximum recording length
for a fault record. The minimum recording length is extended up to the maximum recor-
ding length depending on the trigger condition. This offers the possibility to reduce data
in order to record short grid events as well as very long grid events completely with the
most efficient file size!
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2.4.5.6 Active / Passive trigger:

The measuring device has two trigger criteria for each trigger criterion. Active triggering
always occurs when, for example, the voltage changes from the permitted state to the
unauthorised state. Passive triggering, on the other hand, means that the recorder is
triggered from the unauthorised state (e.g. less than 90% of the nominal voltage) to the
authorised state.

This feature of the fault recorder makes it possible, for example, to record very long earth
faults with an enormous reduction in data. When using active and passive triggering,
fault records are recorded both at the beginning and at the end of the grid event with the
previous history and the set maximum duration.

Example 1: Single fault with activated " active " and " passive " trigger

Active Passive
A T b s A i S e e
R -1 =1
Lower | I
threshold ! !

| =
L = =

Pré-gvent lirme

) Min recorder time ) Min recordar time
——— W g reconer Gime ee—— Max recorder time

Example 2: Single fault with activated «active» and «passive» trigger & retrigger

I - ! *
Lower I ]
threshold I I
I =
— Min recorder time — 15t Trigger [active)
MWax recorder time

Recorder length

If further trigger criteria occur during the minimum recording duration after the holding
time of the trigger signal, the recording is extended by the minimum length up to the
maximum length. length up to the maximum length.
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Example 3: double fault with activated «active» and «passive» trigger, retrigger com-
bined with trigger signal hold time & max time

Active Active - Retrigger Passhve

7 T T g b i i
I o A o i

Lower — I
I 1 |
L— - B ey

Prie-gvent time Bin recorder time — 1st Trigger (active] Pre-event time e
& Max recorder time Min recorder time
] Min recorder time — Ind Trigger [acthve]

B e i L

Info: Passive Trigger is not evaluated during “trigger signal hold time”,
which can be set up inside Expert mode
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The trigger conditions and thresholds, i.e. trigger criteria for RMS fault records, as well as
other settings for the RMS recorder can be set in this menu item. The default setting is an
RMS value threshold of +10 % and -10 % of the nominal voltage.

D [ ——— .

- T ——
padlive st o e

nngraeat tampent
i w0
i "
[

then

Frogumay: Lower Limdt 1) i
Famgueeray  Uypms fovuit [H] 7
sy Trigger

Eerary et faliesy cuge |
iy Bt iy Flige 1

Reinider gl / Pre-cvesd lime

-t s ol

T e
fegalive sedgerae v
componmt ™
s n
@ »®
P
3
Fraqeency Saep
o5
Fricas Comanand -

Sinary inpust Railrng g £
Simary lnput By Fiige

w 1 [ r—

i 1 A

of sermival cumert 4

P — 1

i 1 order thans [ B

Cfrogram ke iBSTWWnSCHmart teriaing furope I STIAD HICH2000-3-2 Lowhickaguon]

Die Einstellungen verhalten sich analog den Einstellungen des Oszilloskop-Rekorders
(siehe vorheriger Abschnitt) und werden an dieser Stelle deswegen nicht noch einmal
erlautert. Ist ein Feld grau hinterlegt so ist dieses Trigger-Kriterium nicht aktivierbar.
Ein nicht markiertes Feld bedeutet, dass die Trigger Bedingung nicht aktiv ist.

The parameters of the trigger thresholds of the oscilloscope and RMS recorder
cannot be set completely independently of each other. All common parameters
are automatically adjusted in both recorders.

33



KBR

EnergyManagement

2.4.7 Ripple Control

The parameters centre frequency signal voltage in Hz and the limit value of the signal vol-
tage event as a percentage of the nominal voltage (UC) of the 10/12-period ripple control

recording in the long-term data can be set here.

3
i
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§
g
i

Ouaileskon Lekerder

T —

[

Eteriireens aaipinung ] encien
e
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2.4.8 Time settings

In this window, the time settings of the device are parameterized. In the upper area, the
time zone and the daylight saving time (DST) can be set.

E Tmeeare
2T Mede 8 Twese UTQ) homamrers Nelsed x s
Basic sattings
Sper Tomplitoy
Timme syee Methesd
e ucitom lemplitis
Time Srrchmarisation Msthod
Fis
Lol

S rogram ey BT WerPtbmart bergiater L srope LS00 T8 3000-5-2 L chagunaomd.

The time synchronisation method of the measuring device is selected below.
For a highly accurate measurement, an independent time source such as GPS / DCF or
NTP is recommended!

If the connection to the signal of a time synchronisation method fails during the active
measurement, the multimess F144-PQ uses its internal oscillator, which has previous-

ly been synchronised to the pulse generator. If the connection to the pulse signal is
subsequently re-established, the oscillator approaches the time of the pulse signal in the
sub-second range (<1sec) in minimal steps. This prevents time jumps in the recording.
Any time deviations that occur above 1 second are set to hard.

Depending on the selection, the corresponding settings are displayed.

The necessary set-up steps, e.g. connecting a GPS clock etc., are described in the

are described in detail in the instructions for the measuring device in the Time settings
chapter.

The following options are available for time synchronisation:
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2.4.8.1 Manual Clock Setting

Manual synchronisation of time and date with the computer's local time. After synchro-
nisation, the function is blocked for the current session. The parameterisation interface
must be restarted to run it again. The local time of the measuring device is not updated
online, but only after the parameterisation has been reloaded.

Time sync Method

Time Synchronisation Methed: l Manual Clock setting C]

Time Settings by Hand

Date PC 11.07.2018 Date Device 01.04.2018
Local Time PC 08:53:25 Local Time Device 01:42:20

Time Synchronisation

2.4.8.2DCF77

Settings for synchronization with DCF 77 radio clock.

Time sync Method

Time Synchronisrtion Method: | DCF77 3

Time settings DCF 77 with article 111.9024.01

Pulse-code Interface (COM2) COM2
Protocol RS23Z2 # cTS
= RSas Pouh
Timezone of time source: sign plus ¥ S8 _‘
bt Shield —‘

Timezone of time source: hour o ”l[l” “5

Timezone of time source: minute 0 3 - e 3
COM 2

2.4.8.31EEE1344

Settings for synchronization according to IEEE1344..
Time Settings [EEE 1344

Pulse-code Interface (COM2)

Protocol

cTs
R§485 NeglE:

RS485 Pos/A
Shi

Timesone ofime source: ign
= 2 87654321
Timezone of time source: hour o
_ _ _ JCLTITY g TN
Timezone of time source: minute o s mrEr -
COMm 2
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2.4.8.4 IRIGBO..3

Settings after time synchronisation IRIGB formats 0 to 3. This time synchronisation format

does not provide any information about the current year! The multimess F144-PQ and

multimess D9-PQ measuring devices take the year information year information from the

last manual time setting.

Time sync Method

Time Synchronisation Method: ‘ IRIGBO..2 4

Time settings IRIG-B Formats 0 to 3

Pulse-code Interface (COM2) comz2
RzD
Prostecol [ Rz 2 e
R:dss Ncq;B
5 < R8485 Pos/A
Timezone o time source: sign Shleld L|
Timezone of time source: hour 0 ATl
Timezone o time source: minute 0 M
COM 2

2.4.8.5 IRIGB4..7

Settings after time synchronisation IRIGB formats 4 to 7, cf. IRIGB formats 0 to 3.
The year is set here from the time log.

2.4.8.6 NMEA:RMC

Settings for time synchronisation with the GPS clock with NMEA protocol and RMC
message format.

Time sync Method

Time Synchronisation Method: NMEARMC (GPS-clock 111.7083) 3

Time Settings NMEA RMC with GPS Cleck 111.7083

Connection via COM1 and COM2 via R5485, Modbus RTL is not available in this mode.

NMEA Interface (COM1) R5232 %
Pulse-code Interface (COMZ) RS232 #

2.4.8.7 NMEA:ZDA

Settings for time synchronisation with the NMEA protocol in message format ZDA,
see connection settings NMEA:RMC.
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2.4.8.8 NTP

Synchronisation with the Network Time Protocol (NTP). The measuring device supports
up to up to four time servers in the network. The device automatically uses the best signal
available in the network. It is possible to enter either the IP address of the NTP server or
the DNS name of the NTP server. To be able to use DNS, the DNS server must be ente-

red in the DNS server must be entered in the IP settings of the device (supported from
firmware V2.6).

Zeitsyrchronisationsmethode

Methode der Zeitsynchronisation: NP =

Zeiteingtellung NTP

HTF Sever 1: I Adresse Port: 3
NTP Sever & IP Adresse Q000 Port: 123
NTP Sever 3 IP Adresse Q000 Port 13
NTP Sever & [P Adresce Q.00 Pore 13

NTR Abéragerykhic (2] &0

ment data! A good quality of the NTP signal must be ensured when using time

@ Incorrect time settings can lead to errors or problems when recording measure-
synchronisation with the NTP protocol! (At least Stratum 8)

The availability of the NTP server, the stratum and the quality of both NTP and
the other time synchronisation methods can be checked using the online diag-
nostics (see chapter 3.2)!

The signal quality and the connection to the server can be checked in the online
diagnostics (see device instructions, chapter Web server).

. WinPQ Bte 6.1.0 - 01092021

Geratzi Detady kTP Y NTRZ
Lty I 113021 D634:38 delay DUOETABNESM2GTI delay LTS
Win®G - Imerface {2000
ity ] eroe DUOIESSSTOTTIAAY e am!
Spechar
rigrad ] ottt CUBETITIERIOTAEY et L1TY
Systeminformation
Sermerpet Faise ieexredTime Thu Nev 4 (7:3231 2021 rectierdTine Thu
SCADA
#yeeber NTP st Pt Lpth.de swrver bt
e knctecdit 0 snte ONUE ate OhiL
FCAR
e bpesar bon 2018
e wheincrecisd 0
b fracias oo o
whe baeweclsp 0
ke ireser ke L]
i 04, 112021 06150
Tumrens 1
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2.4.9 RCM (Residual Current Measurement), only multimess F144-PQ

The use of residual current measurement is dependent on the D1 licence, which can also
be retrofitted.

DIN EN 62020 defines an RCM system that monitors the residual current as a whole.

In this case, the RCM system consists of the multimess F144-PQ from KBR and an RCM
converter.

A clear and interactive parameterisation of the RCM input is possible in the RCM menu

in the basic view. The display in WinPQlite is only visible once the RCM function has been
activated via the device display in accordance with section 6.5.2 of the device manual.
The transformer factor residual current transformer must first be defined. The residual
current input of the multimess F144-PQ has a rated input current IN of 30mA.

A transformer with a ratio of 600A:1A can therefore measure a maximum residual current
IRCM, max of 18A RMS on the multimess F144-PQ:

6004
= 184

IRCM,max = 30mA *

Informative: The specification in the data sheets of the residual current sensors is with
600 A:1A is usually standardised to 1A.

The limit values to be set (residual current warning threshold and residual current alarm
threshold) must be entered as absolute values. These refer to the primary rated response
residual current of the residual current transformer.

According to DIN EN 62020, the recommended limit values are 150 mA for the warning
threshold and 300 mA for the alarm threshold.

bermpctusng ouf RCM -

EHENCN:

mn

LN
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Depending on the system situation, it may be necessary to increase the warning and
alarm thresholds by a linear factor in order to take account of any leakage currents
caused by loads and to avoid false alarms on site. The "Threshold gradient" parameter in
[mA/kW] is available for this purpose. If this is assigned the value 0, no gradient is stored.
The differential current of the warning/alarm threshold at OW is selected as the start value
of the linear function. Depending on the slope parameter, a linear function is stored as

a threshold until the maximum threshold current is reached. Changes to the parameters
are visualised directly in the graphic. It is also possible to counteract leakage currents by
reducing the frequency resolution (expert settings)

In addition, a time delay for the RCM status change can be parameterised (e.g. change
from warning to alarm).

The "Monitoring source" parameter can be used to switch from the measured value "Resi-
dual current” (iIRCM) to the calculated value "Residual current” (iFCM) for monitoring pur-
poses, in order to trigger the alarm for pure residual currents and not residual currents!

According to DIN-VDE 62020, only the measured residual cur-

I
NOTE! rent is permit-ted for on-site alarming!

1 Expert desktop RCM

In the "Expert desktop" area it is possible to specify the connected transducer type (#1).
By selecting the transducer type, the overall system consisting of the RCM transducer and
the multimess F144-PQmeasures according to the selected type. In addition, a cut-off
frequency #2 can be defined depending on the transducer type:

fa WinPQ lite 640 - 06022003

WinPC Isterface (C0CT Parameter Bame Value
Webserve: Resicksal current measurement active o =]
5 Corverseen factar Si¥enental cumrent trassiomer 500 00
e 1y Comection factor dilterartisl current trwclormer | Harm. [Re] 1
1P-Sattinge
Comection facior cifferential cument bsformer 1.Hasm. (Im} o -}
* Ligerse Marager
(g Comection factor differantisl surrent rasmsiormer 3 Ham. (Re) 1 1
4 Treeshoids § Recording Comraatean loctar @erential qurrent bemstormer 3Hem Im| 0 [}
Signifcanee thieshakds and Bhers bt fis méi SHaem. [Re) 1 1
Haem Threshald Values Comection lac ¢ 5 Hgem. [Im] o o
Conngiban deiings Comaction fastor dfarantisl surrant trasglormar T Haem. [Ra] 1
Rasonder Tigger Thrathalds 2 x:
o Comection factor differential current trarsformer THaem. (Im] @ -]
Chselloszope Receeder {Tngger & Length] . ; . :
TRMS recorder (igger & Length Mominal differential corment IRN. secondary 4] 00005 00005
* Teig y Dt Diffarential cumsnt whming thertheld [% of IRN] 3330332 50
Reseoual Cument Measrement Dferential cument alarm threshald [% of IRM] &6 GEEET 10
* Meaior el e fvdiin Ddfferential curment threshold hysteress [% of IRN] 2 2
Statistics REM si2%e change delry 5] 3 L
Binsey Recending Control Aot axnoviedgs FEM warmng o o
» Ratsrding tsnge
Moo g seurce Mariter IRIM w Mool IRCM
I Binary Becording
» SCADA:Manager Mianirrusn Shisibold currenst [% of IRNJ W0 100
 Memany settings recorder] SEraight dogs of powds depandent threiiold sdaption [=A%W] 1 o
Syslog erverier bype e -
Temperalure mesisremen ricriesy Eanchieich [iiz] (omdy valid foe type & AC, B W 1000

¥ Time seicings
 User Mansgement
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It must be ensured that the warning and alarm threshold of the residual current in this
range is specified as a percentage in relation to the secondary rated response residual
current lgy.

0Typ A:

Type A RCM systems are designed for type A residual currents in accordance with IECTR
60755 (General requirements for residual current operated protective devices), i.e. they
only react as intended to AC residual currents and pulsating DC residual currents of their
rated frequency, i.e. the mains frequency. The response thresholds for residual currents
with deviating frequencies are not defined. In the case of smooth DC residual currents
or AC residual currents of higher frequency, detection is therefore no longer guaranteed
with these RCM converters. An excessive DC component in the residual current can even
interfere with the detection of the mains frequency AC residual current.

The set cut-off frequency #2 is active here.

0TypB:

Many power electronics equipment, such as uninterruptible power supplies, photovoltaic
inverters or frequency converters, generate a bipolar square-wave voltage (clocked DC
voltage) from smooth DC voltages internally (DC link) or directly as an output voltage,
which modulates the sinusoidal output voltage with the desired output frequency by
pulse width control. Therefore, in the event of a fault, frequency converters, for example,
can cause fault currents with a frequency mixture of the clock frequency, its harmonics
and the output frequency in addition to fault currents with mains frequency and smooth
DC fault currents. In order to ensure comprehensive detection of residual currents when
using this equipment, the RCM systems used for this purpose must also be able to reliably
detect smooth DC residual currents and AC residual currents with these frequencies. The
standard requires RCM systems of type B to detect up to 1 kHz.

The set cut-off frequency #2 is active here.

0Typ B+

Type B+ RCM systems differ from type B RCM systems in that they have an extended
frequency range. Type B RCM systems are standardised to detect up to 1 kHz. In type B+
RCM systems, the standardised detection of differential alternating currents extends up
to 20 kHz.

Here, the set cut-off frequency #2 is not active, but the measured value is always determi-
ned from all spectral components up to 20 kHz!

) ) i e N + W B s N - (]

Frequency spectrum of a system with converters with high leakage currents in higher
frequency ranges
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25 Device setup Expert View

To access the advanced settings of the device, such as the parameterisation of data
recording or SCADA protocols, the "Expert view" provides a tabular display of the device
settings.

2.5.1 Device designations

The description of the device is defined in the "Device names" menu.

‘Win PO Intertace HO0CT Parsmeter Mame Wl Defsuit Value
S5 Company name ‘Werkzidentifikatar Werksidentificator
Devioe designation Factary nama Werksthensishaung Werkiss seichouing
T -
P [ sasen stasen st ]
+ Thresholds / Recording Street Shraias Strasis
* Binary Recosding Muormber e N
b SCADA-Manager S o Az A
* Mamory pettinge ity Ot Ot
Ipieg G coomdicares AT LIBI0IS4ET 1 DR G128 4G ATAIGSAEN 1 DTS 128 |
i Field Mhescleld-Home Wescleld-Name |
* Uger Maragement
Group [Ty p— Measleld Gruppe
Hominal voltage Messieid-Unenn Messteid-Unenn
Mamisal pows Masesal-lndnn Meseiuld-Inenn
il frequensy Mzssdeldf Measteid
Fower nebwork configuration Miessiel-Leitersys Messiekd-Lenersys
[0'::- Geeasze-Hlame Gt Ham ]
Dece type POICA smart Genstenp

Ilyintaranoe repcurce et Betriebemitzelcsnngsichen Betrisbamintalkenngsichen

The fields marked in orange describe the station tile and all fault records and measure-
ment data in the archive.

The exact position of the measuring device can be entered in the "GPS" field (blue) using
the geographical coordinates. To do this, proceed according to the following pattern:
The latitude is preceded by N (North) or S (South) depending on the hemisphere. For the
longitude, proceed in the same way with E (East) and W (West). The decimal point must
be used as the decimal separator; a comma is not accepted by the parameterisation and
leads to an incorrect entry!

Table 1: Examples of GPS coordinates

City Latitude [°] Longitude [°] Enter

Berlin 52.5170365 13.3888599 N52.5170365E13.3888599
New York 40.7127281 -74.0060152 N40.7127281W74.0060152
Buenos Aires -34.6042184 -58.3718455 $34.6042184E58.3718455
Canberra -35.3075384 149.1245100 $35.3075384E149.1245100
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2.5.2 TCP/IP settings

The network settings of the device can be made in the TCP/IP settings section. If the
DHCP server is not active, the IP address, the subnet mask and the gateway can be set.
The device has Address Conflict Detection (ACD) in accordance with RFC 5227 and RFC
2131, which means that the device queries the network for its parameterised IP address
when it is restarted. If it receives a response to such an ARP request, the IP address is not
set. If this function is to be deactivated, the parameter "ACD (Address Conflict Detection):
Number of packets" must be set to "0".

If the IP address is parameterised with WinPQlite to an IP address that already exists in the
network, the device does not adopt this after the check. However, there is no feedback

to the WinPQlite as to whether the parameterised IP address has been set successfully. In
this case, the device remains at the previous parameters.

If an incremental update to V2.10 or newer is installed on a device with a
m firmware version lower than V2.6, the ACD remains deactivated. However,
the ACD is activated immediately on delivery from the factory.

The device also has the option of communicating via the Domain Name Server
(DNS). The host name of the device and the IP address of two DNS can be
parameterised for this purpose.
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2.5.3 Thresholds and Recording

The "Limits / Recording" menu tree contains all parameters for power quality as well as all
recording parameters.

WinPQ Interface (CCCI)
device designation
IP-Settings

» License Manager
Maodbus

4 Thresholds / Recarding

norm threshold values

ConnecHoniSetans Limit values Power Quality, Trigger
recarder trigger tresholds * settings for sequence of events
oscilloscope recorder trigger length recordings

10ms TRMS recorder
Triggermessage binary output
Binary Recording Control

4 Recording parameter
» 200ms-interval

» 150/180-Period-nterval * Selecting the measurement values
HRLENER within the in-terval classes

>
» Zh-interval
» ls-interval
» 10s-interval
» MN-seconds-interval
» M-minutes-interval
3

Oscilloscope recorder

» 1/2 cycle -recorder

» Binary Recording

a4
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2.5.3.1 Norm thresholds

All limit values for a standard evaluation and for power quality events are set in "Standard
limit values". The limit values of EN50160 for a low-voltage network are stored in the
default setting of the delivery.

0 Value: Limit value in the measuring device - enter change here
0 Factory setting: Default setting on delivery

rvite deiignatien Frequency 506z v BHz
i Frequaency ripple sgnal voltage [Hz] 158 1=
& m Minion Ficker bul 20w ¥ 17
A Hommalized voeage L-L-fp. [parcant rom UNOM] 10 1
P ot A inysteress 12-Ferioden-votage [percent from UC bow: UL 1 1
Coviextion Setlings tolarance hand fat vitage change RYC, dd [percent drmm U 1 1
recorder trigges treholds threthold voitage dig [Dip) [percent from UC bow, UC/LTS] 90 0
sucilizscape recordr irgger langh threshuold veltage swell deeshed) fepreen fram UC bow UC., 110 1w
el i thresheld veitages itemugsion [percent feom UC bow, UCLT. 3 H
e e e e threshald 10 netwerk frequency Mg s T
Binary Becording ontrol
4 Fucording parameter ighr theethod 0 Total netutrc Sauency /M 505 =05
¥ Mims-rteral Newtt thicihold Mssin-valtage [percent iom UC bew UC/LTE] 90 0
b 1507180-Period-interval higher theasheid 10min- vukage [persent From UC bow. UG- 110 1
* Almen-meral thitiheld [sn-THD [pescent] 8 B
¥ heinbenal threshald Hsn-veltages unbalance [percest] 2 2
: :.;:'""I':ul threshoid shor Bme Ricker P57 ¥ 1
i s
Gttt threthiold long Sime ficker PUT 1 1
* Nemirsstes-isserval thiethold 3 Sac ipple el voltage: [pevent from U bow. § ]
e Ocillons e mcanie Trigger sheeshold Mdmiripple sgnal voitege resender fpere 1 1
12 cycks -auceeder ) it eable 10min-vmhages hasmenie H2) [mereerd] 2 2
+ Binary Recording thigshold Limin-voitages harmesic H3] percent) 5 5
] threshald 10min-veltages harmosic {H4] [percent] i 1
: fcemn-!-m threshid 10min-vsitages harmusic (43) [percent] & 8
thraghald [Dein-voltsges harmasic (18] [pancent] os s
2.5.3.2 Connection settings
devics desigraion | tennson confquiation voRRYE input VTLLLZIZ N ¥ VTLLLZ L3N
1-Sasings e v tage et Freeney mess e N * UIN
» License Missager Poowis catudation it Ubatinie Fosctoot Power ~ ittt Lisbaline Rasctivt Pomer
‘.‘“wh" 5 et ot atren CumEnt mEut TUZEN ¥ CTLLIZ L3N
P R | Hetwerk e 4 wine b { theee phate geid] ¥ 4 wire st | Hhue phane geid)
Comsiion et | tarval eisosrd-data elaia bl 2.60 @ &
PecCoder rigper tesholds iy ingpat for trigger intervasl-Povwer rtemal interval * imtemal intervsl
eecliosiope recerder trigger lesgth iniprvall N-Mimeste-dats claes jmin] | 1.80 15
:xmwm THD and THE saloudation. o ”
st woitags tramedhaces bacter (V)
e emens transaucer incioe [CTY
* Hima-iencresl Trasuéhscer comection factor U1

Tranusie dermection facto U
Tramgduver corrpetion factor U3

& 150/180-Pasicd-intinal
I 1lmun-irdenal

= Theirtoresl Transdhuter oormecton ficor L4
e T emecton facter IL 1
* 1eimenval

T comecsion facter
LT comection factor B i
LT somecton factoe M 1

® Nrsecomdsmenal
= h-mirastas-inserapl

» Cneilescepe reconder

I
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The following basic instrument settings can be made in this menu item:

1 Connection voltage inputs: 1, 2, 3, 4

VTLL L2113 N V-connection (two voltage transformers)
V-circuit, grounding L1 Grounding L2 = connect VT L1 and VT L3
V-circuit, grounding L2 L2 will be calculated from the device

V-circuit, grounding L3
1 Reference voltage input for frequency measurement:

Determining the frequency measurement input channel: U1, U2, U3, Une, U12, U23, U31

1 LPower calculation:
0 Simplified power calculation - without calculation of unbalance power
0 According DIN40110-2; with calculation of the unbalance reactive power

1 Connection current inputs:

CTLL L2 L3, N

Aron connection of current (two CT’s)
s CTL1, L3 =connect L1 and L3, current
ct's L1, L3 L2 will be calculated from the device
ct's L1, L2

1 Network connection:

4 - wire system ( three phase grid)
4 - wire system (unigue independent phases )

3 - wire system
1 Interval “n"”-seconds data class:
Adjustable free second interval from 2 seconds to 60 seconds.

1 Binary input for trigger interval of the average power values:

internal interval
synchronised Power values at Binary Input 1
synchronised Power values at Binary Input 2

All power and energy intervals are synchronised to the pulse of the synchronised to the
pulse of the binary input.
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1 Interval N minutes Data class:

Adjustable free minute interval from one minute to 60 minutes (default setting 15 minu-
tes)

1 Calculation THD / THC of the harmonics:
Calculation of 2nd to 40th harmonic or 2nd to 50th harmonic is adjustable

1 Transformer factor voltage transformer (default setting = 1)
1 Current transformer conversion factor (default setting = 1)

1 Transformer correction factor

An additional correction value in the range from -2 to 2 can be entered here.
This is multiplied by the voltage and current transformer factor..

E Using a current transformer correction factor of "-1",
it is possible to to change the calculated power flow direction using software.
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2.5.3.3 Trigger parameter for disturbance recorder

All limit values for triggering fault records are set under "Recorder trigger thresholds";
these limit values can be set independently of the limit values for the power quality
events.

Upper and lower trigger thresholds can be set for frequency, voltages, currents and
unbalance, currents and unbalance can be set.

Cevice designation Erigger signal-hold time (5] 1 1
[P-Satgs Fregueniy hyiterein [He] ans 00%
e Frecpomney : upper fimit [Hz] 505 505
A Feaquency : lower limi [ 55 "
: s o
# Thesholds / Recording i kel i 3 -
s Frecrency : threshold of 12 [Mz/s] 05 03
Connection Settings valtages. ysteresis |peveent fom L Bew. LKC/LTE) 2 2
trconder Engger frevhalkd St veltnge: upper Smil [pescent fram UE/LTH) 1o 10
usciloscope rEconder trigges bength Stan sltage: kot lrr [pueroen frews /L TH] W a0
Urea TR perconder Stur veltaqe: thrashald S0 L/ [pansast dram LC/LTH) 10 0
Triggen i 4
“' ::’“I" ':'“" e e Star voitnge: threshold dphi 112 fGrad ] ]
caey Baaesling Cortrel
& 4 Ditgilacemsent vallage: uspes ki [peroent fiem UC/LTA) %] 0
4 “H:"ﬂ'"; parameter
e Dicglacesmant voltage: threshodd dl 12 [percent from UC/LTI] 10 ]
* 1S0/LED Perinal-internl line~iz~Ene woltage: upper lmit [percent from UCH 110 110
» Lhmineisnerval line-to-bne voiege: lower lma [percess frem LC] 0 )
*® 2h.interal lire-1-Erse: vilage: thicibold dU 112 [percent farm UC] 1 0
= lisneenad St voltage: thimchold srlopantiigyes [pecent from O 30 i
* 1s-intenal =
7 lirve-ta-Ene voltage: threchold envelopentrigger lpercent fro. 20 n
= Megaoonds-ntenval
* Meminutesintenal Lo | s e L
ke s e positive sequence volRsge: upper lim (percent from /LTS 110 110
12 cycle -reconder 3 posiitive Sequene veltage: ket it [percent fom UC/LTI] 90 a0
Example:
line-to-line voltage: lower limit [percent from UC] a0
line-to-line voltage: threshold dU 1/2 [percent from UC] 10

If the measured concatenated voltage violates the set limit values of 110% or 90% of the
set reference voltage UC, an oscilloscope recorder and/or a 2 period RMS value recorder
is triggered.

48

28808_EDEBDA0332-1424-1_EN



28808_EDEBDA0332-1424-1_EN

KBR

EnergyManagement
2.5.3.4 Oscilloscope recorder

The oscilloscope disturbance recorder is set up under the menu item
"Limits/Recording -> Oscilloscope Recorder".

device desigoation i recorder length (N, of tems) 09 4095
IR Satting: enaximuen secorder length (Hr, of itema) 1] 10240
e ] Eenrder pretime (Nr. ¥ memg) 1024 1034
Madbus
4 Thresholds | Recording L L : -
e Pl ki krwoee witage UZE -+ aktive 1 1
Comestelion Settings kerwae weeltage URE < skt L 1
recoeder ngae treshaio mﬂw:lugrLiL.' » altive | 1
peolicscope reconder ingger length lower woltage U2J -» akiive 1 1
Lk TRMS recorder Rewete voltags Ul = pictive 1 1
Triggenmestage binany sutput Vower votage ULE <> passive o a
Binary Racarding Cantral
4 Rucooding parameter korwer woitage UIE - passive ] 4
» JOvmg-interval kwer wiitage U3E < passive o o
* 150/1 80~ Perrod-wierval borwer woltage UL2 - » passive 0 ]
¥ 10min-inberval korwer woltage U23 -> paasive ] "]
= Znvirtenal ket viltage UL - pudiive o o
* lyinerval ervnr voltage LLE <3 sitve | ]

(S [T

0 Minimum fault record length: Definition of the standard fault record length for the oscil-
loscope recorder

0 Maximum fault record length: If further trigger criteria occur during the minimum recor-
ding duration after the holding time of the trigger signal, the recording is extended by
the minimum length up to the maximum length.

0 Prehistory is the period of the fault record before the trigger threshold is reached

Active Passhve
A gy ppoin s
—-— -y G
L ! :
el —— B I—— |
threshold I
T ¥
Lo— =l — -
Pre-event time e Pre-puent time 4
Min recorder time Min recorder time
— M recorder time . M recorder time

0 Active trigger = trigger threshold is exceeded or undershot (start of a fault)

0 Passive trigger = measured value returns to the normal range from outside the trigger
threshold (end of a fault)

Sampling frequency: 40690Hz / 10240Hz 40960 40960 10240 40960

0 Sampling frequency either 10240 Hz or 40960 Hz
(40960 Hz only possible with option B1)

The maximum recorder length at 10240 Hz is 16 seconds and 4 seconds
at 40960 Hz. at 40960 Hz

Recording length 20480 means at a sampling rate of 10.24 kHz
a recorder length of 2 seconds, or an interference recording length

of 50 ms at 40.96 kHz
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2.5.3.5 Y2cycle recorder

The 2 period fault record (10 ms at 50 Hz) can be parameterised independently of the
oscilloscope recorder.

over voRage LIE > sttve

dimite Sttpration munamam recorder length feslee) laes 008

IP-semngs. dmiti feaaade g biutel oo0n e

FE A Ry [ S - %0 3

Maodbun
4 Threshelds / Recooting Towwns voltagee LIEE -» wictive L H
e theesheokd velors Kervee vt UUTE - alctont 1 1
Lammpation bett e o voRage UTE -5 aitve 1 1
smcnede e timhoidy Terone voltage LILT < st 1 1
Suciloncepe syommsler iigger langeh Tower voltage UZ3 -2 alitive 1 1
Sy RN ety vty wislage U1 -2 aithoe 1 1
S — g or e staget ULE - pasiee [ 0
Biriry Recoiding Costrel 3
& PBecording parameter Tower vokagt UZE -> peasive L 2
¥ Blnary Raceaaling Towes voRbge U3E -5 passve 0 (]
ke Terwer wolags L2 > paisig 0 []
» 1EC BOH70-5-104 beeee vesitnge U3 > pasive 0 0
= Timedsemon bower volsge U131 - paise [ ]
vt vt LILE - mitive 1 1
1 1
1

| ever velnage LIIE «» sisive

For an explanation of the trigger conditions, see chapter 2.5.3.4

Agtive Pagzive

|

A gy gretr e

-
1 -
I

Lower I I 2 -

. PNy wmer Lo e —
] T ;
b= == — 1
Pre-ewent time  dem— Pre-pvent time

. Min recorder time Min recorder time
—— M recorder tme Max recorder time

Example of fault record length

3000 recording points multiplied by 10 ms RMS values results in a fault record length of
30 seconds.
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2.5.3.6 Trigger message binary outputs 2 to 4

It is possible to assign all trigger events, the states of the RCM monitoring or the states of
the measured value monitoring to binary outputs 2 to 4. In addition, the behaviour of the
respective binary outputs can be defined in the General menu. The various parameterisa-
tion options are explained below in this chapter.

1 General

The behaviour of binary outputs 2 to 4 can be defined in the General menu. The relay can
be inverted, which results in the following behaviour:

0 Invert relay - The relay behaviour changes from normally open (NO) to normally closed
(NC)
0 The following relay behaviour can also be selected:
0 Pulse - Short pulse wipe of the relay of one second.
0 Permanent - The relay remains permanently energised. The permanent mode
is used exclusively for the states of residual current measurement and measured value
monitoring. The excitations caused by triggers are always are always indicated by a
1 second pulse on the relay.

WinPQ Interface (CCCI) Parameter Mame  Value Default Valu
SSH Invert relays =] o
Device designation Operation made  Pulse ~ Pulse
IP-Settings

» License Manager
Modbus

4 Thresholds / Recording
Neorm Threshold Values
Conrection settings
Recorder Trigger-Thresholds
Oscilloscope Recorder (Trigger & Length)
TRMS recorder (Trigger & Length)
4 Trigger to Binary Output
4 Binary Output 2
General
Trigger
4 Events
Residual Current Measurement
Measurement supervision
» Binary Output 3
» binary Uutput 4
Resicual Current Measurement
» Measurement supervision
Statistics
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1Trigger

In the Trigger menu, trigger events can be defined to which the binary output should
react.

WinPQ} Imterface (COCT) Parameter Mame Wale Diefaule Value
ESH Unlervaltage LUIE -» actiee v v
Device designaton Undervaltage UZE -» active v v
it Undérvortage U3E -> petive v v
i Undervaltage U12 -5 sctive ’ o’
Wodbu
4 Threshaids | Recordng Urdervoltage LLZ3 - actoe ¥ it
Haren Theesheld Valises Undervolitage LI31 -2 actae ¥ v
Conmection settings Undervoitage UTE -> passive (=] o
Reconder Trigger-Theesholds Undervoitage UZE -» passive o o
Oueilioscope Recorder (Tigger & Length) Undervohage Ui -> pastive a o
TRMS reconder (Trgges & Length) (derraiace ITT2 % masthm o o
o ey ot Undlervoitage U2E -> passive =] o
4 Binary Output 2
iy Undervoltage U2 -» passive o o
Trigget Overveltage UIE +> active v v
» Events Owvervoltage UZE -> active v ¥
® Binary Output 3 Chvarvoltage LZE -> actome o v
e ot ey Overvoltoge U12 -» active v v
Rewdual Current Mesdurement Overvaltage U213 - sctive 7 &
e Mesturement Lupenoon
SEny Overveltage U31 -> sctive s s
Binary Recarding Contral Overvoltage UNE «» acive v v
» Recording settings Chervoliage UTE -» passove =] o
» Binsry Recerding | Overvoltage UZE -» passive a o
» SCADA-Msnager Overvoltage U3E -» pagsive a o
i Owverveltage U12 -5 passive o o
Temperature meadurement
- Tarn séttings Overvoitage UZ3 > pasine a (=]
P User Management Dvervoltage U3 -» pasine a a

Possible trigger events for all phases are:
0 Undervoltage / overvoltage

0 Co-system / counter-system

0 Envelope violation

0 Voltage jump / current jump

0 Phase jump

0 Underfrequency / overfrequency

0 Frequency jump

0 Undercurrent / overcurrent

0 Binary inputs

All trigger events can be set to the start of the fault and the end of the fault
(active / passive trigger).

Simultaneous parameterisation of a binary output of trigger events
and states is not possible!
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When the RCM function is activated (see chapter 6.5.2), the active and passive
trigger is also activated in the event of an overcurrent of the residual current
IRCM and the residual current IFCM.

It is not possible to deactivate the measured variables, therefore the respective
parameterization fields are greyed out (from WinPQ / WinPQlite version 6.0.0).

1 States - Residual current measurement (multimess F144-PQ only)

In the residual current measurement menu, the different monitoring states can be assig-
ned to the binary output. A distinction is made between the following states:

0 Normal
0 Warning
0 Alarm

0 Error

0 A distinction is also made between
those requiring acknowledgement and

those not requiring acknowledgement.

0 not requiring acknowledgement - The
relay remains energized until the status is
exited again. is exited again.

0 Requires acknowledgement - The relay
remains until the status is acknowledged
on the acknowledged on the device
display

WinPQ Interface (CCCT)
55H
Davice designation
|P-Settings
* Licerse Manager
hodbus
4 Thresholds / Reconding
Mo Thredhald Values
Connection settings
Recarder Tigger-Thresholds
Oscilloscope Recorder (Trigger & Lengthl
TRMS recarder (Trigger & Length)
& Trigger to Binary Output
4 Binary Cuiput 2
Gienesal
Tricger
o Evenis
Residual Current Measurement
Messuremant supenvision
= Binary Dutput 3
* Binary Sutput 4
Residual Current Measurement
[ T TR ——
Statistics
Binary Recording Control
= Recording settings

v

Binary Recording

» SCADA-Manacer

Sslog

Temperature measurement

L

Time settng:

T

User Management

Parameter Names Diefautt Va
Normal (not confirmable)

Warming (not confirmable)

Alarm (not confirmable)

Errar (ot comfimable)

Warmning (scknowledgemant reguired)
Adarrn (acknowledgement required)

Errar (acknowiedgement reguired)

ooooooDsg
5
OO0OO0OoOooaDo

Die Ansteuerung der Relais erfolgt an Hand des definierten Verhaltens mit Eintritt in den

festgelegten Zustand.
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Simultaneous parameterization of a binary output of trigger events and states is not
possible!

1 States - Measured value monitoring

Monitoring states 1 to 32 can be assigned to relays 2 to 4 in the Measured value monito-
ring menu. The parameterization of the monitoring states is described in chapter 2.11.

WinPQ Interface (CCCI) Parameter Name Cefault Value
S5H Supervision state 1
Deevice designation Supervision state 2
e Supervision state 3
» License Manager .
Modbus Supervision state 4
4 Thresholds / Recording pupetEioniliel
Norm Threshold Values Supervision state 6
Connection settings Supervision state 7
Recorder Trigger-Thrasholds Supervisivn slale 8

Oscilloscope Recorder (Trigger & Length)
TRMS recorder (Trigger 8t Length)
Trigger to Binary Qutput

4 Binary Output 2

Supervision state 9

Supervision state 10

S

Supervision state 11

Supervision state 12

General
Trigger Supervision state 13
4 Events Supervision state 14
Residual Current Measurement Supervision state 15

Measurement supervisicn
» Binary Output 3
» Binary Output 4
Residual Current Measurement

Supervision state 16
Supervision state 17

Supervision state 18

» Measurement supervision Supervision state 19
Statistics Supervision state 20
Binary Recording Control ST

» Recording settings Supervision state 22

» Binary Recording

Supervision state 23
» SCADA-Manager

Supervision state 24

Syslog

Temperature measurement Supervision state 23
» Time settings Supervision state 26
* User Management Supervision state 27

Supervision state 28
Supervision state 29
Supervision state 30

Supervision state 31

000 0000000000000 D0DDDO0OOOODODDOOODOOOSGF
&
o
00000 O0DO0OO0DOO0ODOODODODOOOOOODODOODOOOOODOG OO O

Supervision state 32

The relays are activated on the basis of the defined behavior with entry into the defined
state.

Simultaneous parameterization of a binary output of trigger events and states
is not possible!!
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2.5.3.7 Control of recording via binary inputs

Itis possible to control the recording of the measuring device via the input signal of the
eight binary inputs.

The following functions can be started or stopped via the digital input:

0 All permanent recorder

0 Oscilloscope recorder

0 ¥2-cycle RMS recorderr

Ritandinng cesstro] with By g nane v aan

gy fevel recending costral Reverding it? nusring with low gauge st Y Reosrding it funsing with ke gy

Triggeemeskage binary cutput
Binary Rescording Control

* Arcomdre serameter

Recording control can be assigned to one of the eight binary inputs.

none
Binary Input 1
Binary Input 2
Binary Input 3
Binary Inpul 4
Bimary Input 5
Binary Input &
Binary Input 7

D= e Temwmood @

The signal can be negated using the "Logic level recording control" function.

Recording starts at low level and stops at high level
Recording starts at high level and stops at low level

28808_EDEBDA0332-1424-1_EN
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2.5.3.8 Residual current measurement (multimess F144-PQ only)

The residual current measurement menu can be used to set the parameters for residual

current monitoring.

45 WInPC e 8000 - 15022021

WinPO Interface ({C0C1)
55H
[rwoe desgnabien
|F=Settrgs
¥ Licerse Manager
Mo
4 Threabees. | Recesdeg
arm Thieshold Vahaes
Connection settings
Bxeardrs Trayqer Tracnain
DQecilloscope Reccrder (Trigger & Length)
TRMS recorder [Trigger & Length)
* Trigger o Smary Oubpd
Residuasl Currenit Messurement
* Messarement superdition
Statistics
Binary Recarding Contrel
® Riecancling iattings
* Dinary Recording
SCADA-Manager

| Parameter Hame

| Rttt cument mesirement e

| Conmmesen lnchor sesidusl currend tranclormaer

: Cormection facter retdual curment trasiformen 1.Hanm. (fe)
| Comection facter reviusl current tramformer 1Harm. fom]
| Coraction Rtor resisl cument transformar 3. Hamn. (e}
| Carrection factor residual current traneformer JHanm. flan]
| Earmection factor residusl current tranaformer 5.Harm. e}
| Caareetion actes revidusl current trasformers LHarm. fioi]
| Campetion facten reitusl current traeitorme: 7.Ham. fite]
Carmetion factor reccusl current trasaformer 7.Hamm. i}
| Maminal resdual current IRN [4]

| Fuetidunl cument warming threshold [% of IRN]

| Resichusl cusment alarm thoesheld [% of IRN]

| Resichasl cument threshold hysteresis [% of IRN]

| REM state: change deday Is]

| Autn-sckmoniedge ROM warning

]

© =0 =0 =0 =-ps

Drefault Value

automatic reset of the warning message pop-up display can be activated.

The auto-acknowledgment RCM warning message parameter can be used to
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The data class for the extreme values of voltage and current in the device display can be
selected via the Statistics menu.

WinPQ Interface (CCCI) Parameter Name Walue

S5H (4261413984/FE000460) Source of Drag Counter  10T/12T data classw
Device designation

Logbook

[P-Settings

» License Manager
SD-Card pzrameter
Modbus
4 Thresholds / Recording
Factory parameters (EEPROM =+ Filesystem)
Norm Threshold Values
Connection settings
Recorder Trigger-Thresholds
Occilloscope Recarder {Trigger & Langth)
TRMS rzcorder (Trigger & Length)
» Trigger to Binary Output
Display
Statistics

The following data classes are available for this purpose::

0 10/12 periods (200ms interval)
0 1 second intervall

0 10 minutes interval

0 N x minutes interval

It is not necessary to activate the required recording parameters for
the respective data class is not necessary!

The extreme values for current and voltage are automatically reset
when automatically reset when another data class is selected!

28808_EDEBDA0332-1424-1_EN
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This is where the selection of measured values within the interval data class for perma-
nent recording. The following interval data classes are available are available (all data

classes can record in parallel):

0 10/12 periods (200ms interval)
0 150/180 periods (3 second interval)

0 10 minute interval

0 2 hour interval

0 1 second interval

0 10 seconds interval

0 N seconds interval (setting range 2 to 60)

0 N minutes interval (setting range 2 to 60 - default setting 15 minutes)

WinPQ Interface (CCCT)

device designation

IP-Settings
» License Manager

Madbus

4 Thresholds / Recording

norm threshold values

Connection Settings

recorder trigger tresholds
oscilloscope recorder trigger length
10ms TRMS recorder
Triggermessage binary output
Binary Recording Control

4 Recording parameter

» 200ms-intersal

» 150/180-Period-interval

4 10min-interval
voltagesvalues
Harmenic ulE / ullN
Interharmonic ulE / ulN
Harmenic u2E / u2N
Interharmonic u2E / u2N
Harmenic u3E / u3N
Interharmonic u3E / u3N
Harmenic ulE / uNE
Interharmonic u0E / uNE
Harmonic ul2
Interharmonic ul2
Harmenic u23
Interharmonic u23
Harmonic u31
Interharmonic u31

Total network frequency

RMS value ulE / ulM

RMS value u2E / uzM

RMS value u3E / u3N

RMS value ulE / uME

RMS value ul2

RMS value u23

RMS value u3l

[T] Phasor value ulE f ulMN

[T Angle from phasor ulE / ulN
] Phasor value u2E / u2M

[T] Angle from phasor u2E / u2N
[T Phasor value u3E / u3N

[T] Angle from phasor u3E / u3N
[T] Phasor value u0E / uNE

[C] Angle from phasor uOE / uNE
] Phasor value ul2

7] Angle from phasor ull

[C] Phasor value u23

[C] Angle from phasor u23

[T] Phasor value u31

[C] Angle from phaseor u31

Value from positive sequence
[”] Angle from positive sequence
Value from negativ sequence
[7] Phase from negativ sequence
Walue from zero system

[C] Phase from zero system
Unbalance u 2 [negativ/positiv system) [percant] with sign rotation |
] Unbalance u 0 (zero/posity system) [percent]
THD from ulE / ulN [percent]
THD from uZE / uZN [percent]
THD from u3E / u3N [percent]
[ THD from u0E / uNE [percent]

All activated measured values are permanently recorded in this data class.
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‘ v T[ e, Allfields in the list can be filled or deleted using the right mouse
B I button.
RMS value u2E / u2N
RMS value u3E / u3N
] RMS value uOE / uNE
RMS value ul2

When the RCM function is activated (see device instructions chapter 6.5.2), the long-term
measurement of the residual current IR, the residual current IFCM and harmonics of the
residual current is also activated in the following data classes:

0 150/180 periods (3 second interval)

0 10 minute interval

Itis not possible to deactivate the measured variables,

therefore the respective parameterization fields are greyed out
(from WinPQ / WinPQlite version 6.0.0).

2.5.4.1 Recording parameters - Recorder

For recording the disturbance records (oscilloscope recorder and 'z period RMS recorder),
the number of recorded measured values and input channels can be parameterized here..

l Home l Send l l Save | l i‘ﬁ:l::: ] \ O:zemn;::::lt
device designation
IP-Settings Time difference [TineReso] zero crossing Referenzphasor Start time
Modbus Frequency [Hz]
4 PQ application RMS value from ulE / ulM
PQ-parameter RMS wvalue from u2E / u2M
General user-settings RMS value from u3E fu3N

Trgger-parameter RMS value from uOE / ulNE

RMS value from ul2
RMS value from u23
RMS value from u3l
RMS value from i1
RMS value from i2
RMS value from i3
RMS value from iE / iN

Oszilloskope recorder { User! )
1/2 cylcle -recorder ( User! )
4 Recording parameter
» 200ms-interval
» 150/180-Perioden-interval
» 10min-interval
» Zh-interval

e EEREEEEE S

» ls-interval

» 10z-interval Phase-real power L1
» M-seconds-interval Phase-reactive power L1
» M-seconds-interval Phase-real power L2
4 Oscilloscope recorder Phase-reactive power L2

Oscilloscope data 3-wire- / 4-wire-fl Phase-real power L3

4 1/2 cylcle -recorder Phase-reactive power L3

‘ 1/2 gylcle -value, 3-wire / 4-wire-5\8l Total -real power

O 00000

» Timedaemon Total-displacement-reactive power

Phase Total-fundamental-apparent power 5 G

I
—

Value voltages-Phasor from ulE f ullN

All activated measuring values are permanently recorded in this data class.
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Example: In addition to the voltages and currents, the RMS value recorder should also
record power and frequency as a 10 ms RMS value. The power values are activated with a
tick.
When the RCM function is activated (see device manual chapter 6.5.2 only
multimess F144-PQ), the recording of the residual current IRCM and the residual
current IFCM in the oscilloscope recorder and half-period recorder is also activa-
ted.
Itis not possible to deactivate the measured variables, which is why the res-
pective parameterization fields are greyed out (from WinPQ / WinPQlite version
6.0.0).

2.5.5 Parameterization of the temperature measurement
(multimess F144-PQ only)

The temperature measurement variables can only be recorded in the two data classes
n-seconds and N-minutes. These are deactivated by default and must first be activated by
the user in order to use temperature recording.

L WinPQ lite 6.1.0 - 23.07.2021

ERI TSR I T W

* | | Parameter Name  Value Default Value
Power values

Energy Values temp v =

Temperature Values

The properties of the temperature sensor can then be entered in the Temperature
measurement tab:

f WinBO) e 6.1.0 - 3107 3001

WP Q bnterfacs [COCI Parametér Mame Wahot Defauilt Vabhoe
SEH Wire mode d-Wire w 2-Wire
Dhvicie deetigrubtics’ Recitor at recem teenp 100 ]

1 Setting
ngs Merm temperatine Q Q
SR e Li 5 000391 00039083
nesr cosfficien 00331 2
Modbus ear coefficieat &
* Thresholds  Recording fikdz Sonicant 4 ML
& Binary Recording Lewser measuring range kmit 50 50
» SCADA-Mansger Upper measuticg range imit 250 50
Spnlng Lewer manitorng theeihald 0 0
Temperaluse Ftasuiement Upper monitoring threshold 100 100

* Teme wettegs
= Hyttmemin reniiring 3
F User Management

For the connection type, the connection settings from the device
manual chapter 5.7.2 (only multimess F144-PQ) must be taken
into account. must be taken into account. The other values can be Nsec v
found in the data sheet of the temperature sensor. With the help

Setup of measurands

of the last three fields can be used to generate events when an : IF

adjustable adjustable limit value PQ events can be generated. i

For the connection type, the connection settings from the device 45

manual chapter 5.7.2 (only multimess F144-PQ) must be taken 4 Dther

into account. must be taken into account. The other values can - g el
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be found in the data sheet of the temperature sensor. With the help of the last three fields
can be used to generate events when an adjustable adjustable limit value PQ events can
be generated.

This is why they are visually different from the factory settings, but contain

@ The values in the "Value" column are rounded to five decimal places.
the identical values!

2.6 Online measurement values

The "Online function offers extensive analysis functions for online measure-
ment values.

Start screen of the online measurement values

Meatuie values Harmonk 1 - 53 Brvter-Harenenk 2 - 54 Frequeray dards I - § bHz Corwie parssi
s I 5 .

- Wi vaun L Votage Pr-E 1 Velace FuE 1' ‘WeRage PheE
Iy e "

et hageas il Vikiage PuFY I itage P PY I eltage .0 ettare Tegge
Iy L :_
oacoccone-pectens 1] - i Cumeen i Corrare
u_ PP Spmingm

2.6.1 Measurement values

Display of online measurement values for voltages, currents, power and grid frequency.

Fregusncy ot Powar fazsor
' - P Bt L6 ®
P2 Pr2 100 e
Pl Pl 10 a
P PF Her iy .
51 *
2 Fhase Sngle _ ®
P Pre: -
= L1 0,00 Lmx  E ]
$ 1ot i B i aos B ®
P TIES®
LfF: 1BS 000%
uz o THILL L0 e
ok PHLE 100 -
ors PHIL: 100 Syreense
ek PHE L0 (LY W%
Cument Binncion Powse (Furdamantal] Détmortion Powes Biancrive power tosl

D totsk 1,50 VAR
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2.6.2 Vektordiagramm

Zeiger-Disgramm

FAVIRA

In the vector diagram, connection faults are
easy to detect. All phase voltages and cur-
rents are displayed with phase angles..

2.6.3 Oscilloscope image

Online oscilloscope (40.96 kHz/ 10.24kHz) for the following channels:
0 Conductor-earth voltages L1, L2, L3, NE

0 Conductor-conductor voltages L12, L23, L31

0 Currents L1,L2,L3,N

T = AR, IR
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2.6.4 Online spectrum FFT-Analysee

Online-FFT analysis depending on the license of the device
0 Sampling frequency 41.96 kHz = FFT analysis up to 20 kHz
0 Sampling frequency 10.24 kHz = FFT analysis up to 5 kHz

e Lo (L

10kHz /110 mV

\

- L.l L i T | k 1 i ol l I L

Example: charging device for electrical cars / 10 kHz sampling frequency
visible in the FFT analysis.

1 ‘I Channel Selectionl Zoom

Ikw,,.,*

"'lnm"'a" i L
iy ) ) e s i --..:f;.

-
T80 1o TR0 5 | i At e i ete e ) ] - e

e o o ——
L

e

[~
E Using the zoom function it is possible to adjust the scaling of the application.

Using the buttons U1 /U2 ..I14 it is possible to fade in and fade out channels
every second during refresh..
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2.6.5 Harmonic

From the Harmonics tab page, all of the current and voltage harmonics (2nd to 50th)
can be displayed online. The measurement data is calculated by the measuring device in
accordance with IEC61000-4-30 Class A Ed. 3 and transferred to the PC.

There are three bar charts available:

0 Voltage harmonics conductor-earth

0 Voltage harmonics conductor-conductor
0 Current harmonics

As the EN50160 only specifies limits for harmonics up to the 25th ordinal, the compatibi-
lity level of IEC61000-2-2 has been stored for the 26th to the 50th harmonics in the basic
settings.

Compeatibility levels in accordance with EN50160 & [EC61000-2-2 are shown as green limit
value bars.

If a harmonic is selected with the mouse pointer, this measurement value is displayed in
the field on the top right.
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2.6.6 Interharmonic

The Interharmonic card is used to display all current and voltage Interharmonic up to
2,500 Hz online. The measurement data is calculated by the measuring device in ac-
cordance with IEC61000-4-30 Class A follow-ing the grouping process and transferred to
the PC.

There are three bar charts available:
0 Interharmonic voltages line-earth
0 Interharmonic voltages line-earth
0 Interharmonic currents

Trmichemharronniche di Lter-Lemer- Spanrngen © OR0T 2904 181008

ke
Tk
3 o T ] T T T T T T T 3 T T T T

If an Interharmonic is selected with the mouse pointer, this measurement value is dis-
played in the field on the top right.

1 Explanation of the grouping process in accordance with the IEC:

To evaluate the Interharmonic in the grid, subgroups are created. In each case, all of the
Interharmonics between two harmonics are combined into one harmonics subgroup.

Example for 50 Hz: Interharmonic H2 includes all frequencies from 110 Hz to 140 Hz.

hammonie intech menie
subgroup nél ubprowm n+e2 s

DFT cutput

hamonic
orde N k1 k2 néi
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2.6.7 Supraharmonics from 2 kHz to 9 kHz

1 The device characteristic "Supraharmonics from 2kHz to 20 kHz" is a device option

The card 2 to 9kHz is used to display all current and voltage harmonics in 200 Hz groups.
Evaluation is in accordance with the IEC61000-4-7 standard.

The centre frequency of the corresponding frequency band is stated.
Example: All frequencies from 8,805 Hz to 9,000 Hz are located in the 8.9 kHz band.

L, W1 130 97 08.EE0
iitebiche 28 HHE LLE (30000618 13000
) -

[ LTS T FT T

B 19218835450  Amege Mo Myme Gt Hame (LE36)

If a frequency band is selected with the mouse pointer, this measurement value is
displayed in the field on the top right.

2.6.8 Software trigger

Software Trigger

The "Software Trigger" key can be used to trigger the oscilloscope recorder and %2-period
RMS recorder manually. The recorder length corresponds with the settings in the setup
menu of the device.
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2.7 Measurement data import

&

The Import function can be used to load all measurement data from the
measuring device to the PC and to evaluate it there.

&= WinPQSmart 04.02.2015 39

4 Recorder Data

200ms TRMS
3z TRMS

Inactive Data class not active —
no measurement data

» 10min TRMS

> h TRMS _ Data class active - measurement

data available

» 1s TRMS

» 10s TRMS
variable second interval TRMS
» variabkle minute interval TRMS
Async
» Disturbance recorders
PQ-events

Import of data can be selected to:
0 Only selected data files from the device
0 All events

0 Selected events
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Files

scaing

Marker

4 [7] Recorder Data

[C] 200ms TRMS
[C] 3s TRMS

ﬁ

Selecting the main folder
“recorder date” will acti-
vate all available data for
download

4 [7] 10min TRMS

E

7 11032016 17:20:01 - 11.03.2016 13:35:17 - 73Kh
[V 11032016 19:35:20 - 11032016 21:56:43 - T6KH
[V 11.03.2016 2157:37 - 11032016 23:30:01 - 63Kk

k[ Zm TRMS

[ 1s TRMS
» [ 10 TRMS
[7] varizble second interval TR
* []varizble minute nterva TR
[0 Async
4 Disturbance recorders
[ Oscilloscope Recorder

M5
M5

Example:

Selection of all
10-minute measurement
files (4 permanent
recorders available)

4 |V 20ms TAMS Recorder

dp 11.03.2016 21:57:05 49Kb

P

v O PO-gvents

Example:

Selection of certain
triggered fault records
(10 ms RMS recorder)
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1 Level-time diagram of permanent measuring data

When a file is selected this measurement data is saved on the PCimmediately and a
selection field with all available measurement data appears in the window.

4 Rebeeser Duten

1+ 1100004 HOEH « e
SOAELNI0ISEL LRC

Coc LAERERLE LIS ST

LIRS LA 2900

EEEEE R

If individual measured values are selected, they appear on the screen as a level-time
diagram.
Example: RMS value recorder - selection of voltage, THD L1, L2, L3

o S e Bmen [PET ] LT & s o L

SRS PNk TR BN G R BN

FEEE R

fram e e )
RS pFrIry i prepers wnam setiiem sastiimmy
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Right-clicking the graphics with the mouse will open the following menu:

R AuoScaing
Seack

Copy data

1 Functions:

0 Scaling: The Y-axis of the measured values can be scaled manually. A menu appears in
which the last marked measured value in the graph can be scaled freely or automati-
cally.

Fes Sealing iaeur

5]
M

[

Bty vtala ol Seals

0 Change display: This function changes the display of the measurement data.
Identical measured values can be grouped or given separate Y-scales.
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e e ] Messaet Ponel (2015 2126 1 20808] - 47 0857 B AN

- v
’ W ; Avaie,
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R T Samsaert e LIS L O 81 0 s

TEREY Ei

ELR

PG W”MM ____:‘""‘""""4 e e

Y RERRYE

Example: presentation of voltage L1, L2, L3 in two variants

0 Copy data: Measurement data is copied to the clipboard and can be processed further,
e.g.in MS Excel.

0 Copy Image: Copies the level-time diagram to the Windows clipboard and can then be
inserted, e.g. in MS Word.
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2.8 Delete measurement data device memory

&’

In the main menu, In the main menu, measurement data in the device memory
of the meter can be can be deleted.

Delete selected recorders - only deletes selected long-term
data and fault records.

Delete selected events - deletes selected PQ events..

Files Scaling Marker

r Recorder Data .
= Main folder marks all data
200ms TRMS
- classes.
3s TRMS

» [/] 10min TRMS

» [7] 2h TRMS

1s TRMS

» [¥] 10s TRMS

variable second intersal TRMS
variable minute interval TRMS

Async Marking individual measure-
» (7] Disturbance rec ment data files only deletes
7] PQ-events this selection.

72

28808_EDEBDA0332-1424-1_EN



28808_EDEBDA0332-1424-1_EN

29

KBR

EnergyManagement

Evaluating measurement data offline

All measurement data from all devices can be evaluated offline using the
"Archive" function.

All measurement data selected in the "Import" function is automatically saved on the PC.
These can be evaluated offline at any time without a connection to the measuring device.

Dateien

Skalierung Marker

r O
4 [C] Anlage

4[] pemo

'l

>

>

'l

» [

> [] 14063323: Geraete-Name
» [] 14063327: Geraete-Name
» [] 14073490: Geraete-Name
» [ 14094481: Geraste-Name
> D 14094508: Geraete-Name
4[] 14094635: Geraete-Name
» O] Rekorder Daten
[Z] PQ-Ereignisse
b (] 14104984: Geraete-Name
» [7] 15010326: Geraete-Name

4 [T 1: PQI-DA smart
4 [ Rekorder Daten

[C] 200ms TRMS
[[] 35 TRMS
[T 10min TRMS

I [[] 02.02.2015 12:08:04 - £5.02.2015 10:36:07 I>

[C] 2n TRMS
[T 15 TRMS
[T 105 TRMS
[T] Variables Sekundenintervall TRMS
[T] Variables Minutenintervall TRMS
[E] Async
[7] stérschrieb Rekorder
4[] Oszilloskop Rekorder
[T 11.02.2015 16:05:57: Trigger-Befehl
[7] 11.02.2015 16:07:15; Unterspannung UZE -
[] 03.03.2015 10:27:04: Trigger-Befehl
» [ 10ms TRMS Rekorder
PQ-Ereignisse

Please mark line - available mea-
surement data appear in selection
field

Screen:
Data folder
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After selecting measured values or measurement channels, the corresponding level-time
diagram appears.

e A i _,~. W

et e R Fg, g s o ;H-’ Ay
A ,-«""\..w-...'-."a";‘f /g oy A Mgt TERAY ) T.""v'h'\'*.r\‘
e’ X ¥

I

1"%1 " e
ot ‘“‘*Wn Mt
H——

Example: Selection L1 voltage and THD

2.9.1 Edit measurement data

With the icon Chart, the following functions are available:
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1 Copy data: Copies all the data displayed in the Windows clipboard

m Start | Einfapen  Setenlayout  Feemeim  Daten Ut

cidm F 2
| 1 LT L Y W

Me-pA- EEE
Iwischenablage 1« Schofant 0l L
Fi = i 5
A B c o E
Thme wl [v] uz vl ud[¥]
26.00.7015 12:06 279, 30RE39 73037088 331579633
2600201512108 22995833 230,324557 231523083 Example:
35003015 12:08  230,115500 330450084 231,53537% f
R TT e T e Measurement values in MS Excel
6.00.200512:06  230,21347 730,309 731,431
26.002015 12:08 230,140266 230190182 231,453842
26.00.201512:08 200,140860 230,J22891 231,519913
26.00.2005 1208 230251445 230,380744  230,602417
26.00.2015 12:08 230,168167 230458353 231 623047
26.00.2015 12:08  230,301575  230,40216 231,705002
26.00.2005 12,08 230420013 30432693 230,702087
26.00201512:08 290, 316661 230510008 231, 70652
26.00.2015 12:08 230414185 230,703064  231,960907
26002015 12:08 230, FE75H9  230,661657 231,889923

—

ey -
Emtigen ¥ K -
tpals | ¥

=ﬁ:|a-oiwiwnv-wuu

RE

1 Copy image - photo is copied to the Windows clipboard
1 Zoom function

To enlarge an area, drag a window from top left to bottom right with the left mouse
button activated. If the window is dragged in the opposite direction, the magnification is
reset. It is possible to zoom in and out of the image in several stages.

= S sz T —= ———— —— s

e A w. bt P 4101 0 [R—

- P b
K i T
I e ¥ PP

Y
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2.9.2 EN50160 Report

“ In the 10 minute data class, the EN50160 report is readily available.
If you select one measurement file a multipage report is created.

TR EA RN AT NA S NS SR Nde e m e

Iill...q..|.l..
B

JFesssnsnnsannnnnnnn

29.3 Voltage harmonics and interharmonics

-With the Icon Voltage you can reach the statistics of the voltage harmonics,
voltage inter-harmonics and supraharmonics 2 kHz to 9 kHz.

= WinpQsmari02022015 WL —— ~-

L3
4 Verteilu
4 14063327 Geraste-Name
4 Recorder Data
200rms TRMS
3z TRMS
4 10min TRMS
24.01.2015 05:32:22 - 26.01.20°
| 26.01.2015 12:07:50 - 02.02.2015 12:08:04
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HATAGAACTS o Laer-Erd Sparrungee [0M-1 |- 1805165 - 14

L

1Y

L-I,'lllll"ll!l I!I!lLl!l!“l!I‘_l[l!.!l!l!l!l -;-!-

Statistic voltage harmonic - scaled to the corresponding compatibility level of the power
quality standard.

2.9.4 Current harmonics and interharmonics

-With the Icon Current you can reach the statistics of the current harmonics,

current inter-harmonics and supraharmonics 2 kHz to 9 kHz.

rraete-Mame
Data

s TRMS

MS

1 TRMS
101.2015 05:39:22 - 26.01.2015 12:07:32
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Hasrnanncba der lateiStitvme [MITL11.18 D535 - 45

Example: Statistic current harmonics 2nd to 50th - scaling in ampere

If you select with the cursor a particular harmonic, the correspon-
ding measured values are displayed for these harmonics in the
display window.

The red bar always shows the 95% values and the blue bar shows
the maximum measured value.
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2.10 Importing measurement data from an SD card

Ehe function is used to transfer measurement data from the SD me-

mory card to the PC.

The device folder, year or quarter can be selected for the data import.

Please zelect the folders to be mported:

»

4 (M “omputer
[ £ Lokaler Datentrager (C:)

I = Lokaler Datentrager (D:) A Highlight a Folder
480 spHC (E)

4 . Anlage Geraete-Mame 14084041
sl 2016 *

W Q3 -

NN

B Press "Select" to Import

Ordner; 2016

2.11 Messwertiiberwachung

With the measured value monitoring function, it is possible to monitor up to 32 different
measured values to individually defined limits. In addition to the pure limit value, it is
possible to set the switch-off limit value depending on an individual hysteresis.

Parameter Mame Walue Default Value

Active I m]

Measurement 1D cos phi L7 {(11_cosphi) (.. O

Threshold 058 0

Hysteresis [% of threshaold] 1 0

Monitor for Higher than threshcld~ Higher than threshold

Figure 2: Example for the parameterization to supervise the cos(Phi)
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2.11.1 Parameterization of an supervised measurand

To set the measured value monitoring, open the expert view in the parameterization
(section 2.4.1). In the Limit values/recording tab, select the Measured value monitoring
tab, which contains the 32 monitoring states (see Figure 3). All monitoring states are
deactivated by default.

The Active parameter must therefore be set first (1). The measuring devices are capable
of recording several thousand different measured values. Measured value IDs are used
for clear differentiation. The measured value ID allows the measured value to be clearly
assigned in relation to the measured variable and the data class.

% WinPQ lite 6.00-15.02.2021

4 Threshelds / Recerding A || Parameter Mame Value Default Value

Norm Threshold Values Active a ° o
Connection settings Messurement 1D 0 ° 0
Recorder Trigger-Thresholds Threshold 0 o 0
Oscilloscope Recorder (Trigger & Length) Hysteresia 5 of threshold] 0 Q
TRMS recorder (Trigger & Length)

» Trigger to Binary Output Moniitor far Higher than thzeshold ler than threshold
Residual Current Measurement Description é

4 Measurement supervision

< ctata 1

Figure 3: Parameterization of the supervision state

Clicking in the measured value ID field opens another window (2) in which the monito-
ring variables can be selected. In this setup, you can select all variables that are suitable
for measured value monitoring (see Figure 4). To do this, first select the data class in the

drop-down menu in the header. Depending on this, the available variables below change.

The groups Frequency (F), Current (1), Voltage (U), Power (P) and Other (S) are available for
this purpose. It is possible to select the specific measured value directly via the individual
groups. Only the measured value IDs can be searched for directly using the search field at
the bottom; it is not possible to search for the German names of the measured variables.

Setup of measurands

200ms ~

4 U
» Geradzahlige Harmaonische
4 Ungeradzahlige Harmonische
L
43
Harmonic 3. arder [ulh3]
Harmenic 3, order [u2h3]

262912 Q Harmanic 3. order [ulh3] Cancel CK

Figure 4: Setup of the measurands
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Once the measured value ID has been selected, a threshold must be defined above/
below which the monitoring status should be reached (3). The corresponding limit value
is entered for this purpose. There is no plausibility check of the entered limit value by the
software or firmware!

Furthermore, a hysteresis can be defined for each monitoring status, which enables a
switch-off limit value that differs from the limit value (4). If 0% is specified for the hystere-
sis, the monitoring status is exited as soon as the measured variable reaches the limit va-
lue again. Depending on whether the limit value is exceeded or undershot, the following
relationship results for the switch-off limit value:

0 limit value exceeded: switch-off limit value = limit value * (100% - hysteresis)
0 limit value undercut: switch-off limit value = limit value * (100% + hysteresis)

You can also specify whether the defined limit value should be monitored for overshoot
or undershoot (5). The Description field is used to clearly and quickly assign the measured
value (6). It is advisable to note at least the measured variable and the data class of the
measured value here. This description remains in the parameterization of the device and
is not used for further evaluation.
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2.11.2 Parameterization of the reaction after exceeding the threshold

Three different actions can be parameterized as direct actions of the device when the
limit value of a measured variable is exceeded or not reached. The binary outputs of the
device, the oscilloscope recorder and the TRMS recorder can be selected for the direct

triggers.

1 Binary outputs:

Binary outputs 2, 3 and 4 can each be triggered either
on the oscilloscope/TRMS recorder (Trigger button)

or the measured value monitoring (button Statuses

= Measured value monitoring). If the binary output

is to be triggered on the states of the measured value
monitoring, all check marks in the Value column under
Trigger must be removed (see section 2.5.3.6).

Otherwise, an error will occur when parameterizing
the device. The monitoring states to which the binary
output is to be triggered can now be selected.

1 Oscilloscope and TRMS recorder:

At the bottom of the list of available events for
these recorders are the monitoring states, which can
be added individually to the existing triggers.

4 Thresholds / Recording
Nerm Thresheld Values
Connection settings
Recorder Trigger-Thresholds
Oscilloscope Recorder (Trigger & Length)
TRMS recorder (Trigger & Length)
4 Trigger to Binary Output
4 Binary Output 2
General
Trigger
4 Events
Residual Current Measurement

Measurement supervision
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2.11.3 Evaluation of the supervision states

The states of the measured value monitoring that have
been triggered with the oscilloscope and/or TRMS
recorder are evaluated in WinPQlite using the Import
button in the device view. The fault records triggered
by the monitoring states can be found in the Recorder
data category in the Fault record recorder group. The
display of the fault records and the further evaluati-

on of the detected limit violations are analogous to
section 2.7.

KBR
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4 Thresholds / Recording
Norm Thresheld Values
Connection settings
Recorder Trigger-Thresholds
Oscilloscope Recorder (Trigger & Length)
TRMS recorder (Trigger & Length)
4 Trigger to Binary Output
4 Binary Output 2
General
Trigger
4 Events
Residual Current Measurement

Measurement supervision

In order to facilitate the evaluation of the fault records and to be able to
distinguish the measured value monitoring more easily from the classic fault

records, it is possible to export the parameterization limit values/recording

(see section 2.4.1).

Furthermore, the monitoring status can be queried with the Modbus. The registers are
read-only and output 1 as feedback for the respective monitoring status if the monitoring
status is active and 0 if the monitoring status is not active. The data point list and further
information on the Modbus protocol can be found in the device manual, chapter 13.1

(Modbus).

To be able to query the monitoring statuses via Modbus, the device must be restarted

once after the first status has been parameterized.

28808_EDEBDA0332-1424-1_EN
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3. Online Diagnostic

With the help of the Online Diagnostic, the most important information of the PQI-DEs
can be read out via Streaming. The device status can be seen as well as the complete
device properties.

Bearbeiten
Gerat IGschen
Streamdaten

Firmware updaten

3.1 Device Information

In the Device information part, the device log file can be loaded from the device using
the Lodfile button.

| WinPg - Inaarfce icccn | Eoeli NBAT06 143645
T )
[ spseminiommaton | [ — Teat. i -
- |t o
[m Gerate-Mame | vest Atibed Mummer 1878
IL Sarroummar 18081150
[ e ]

Livermrdarmatbionen

Meremal i: Abtatnquens Aliehs @

Merrnal Bl B SOET0-5. 104 .

P08 smat. -
L 5.7 568 P
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3.2  Time synchronization method
The quality and current status of the time synchronization can be checked in this menu.
Legend for the WinPQlite line names:
M |astSync: Time of the last time setting
M quality: Signal quality
M signal:
0, if no signal is detected
O Not equal to 0 if a signal is detected and the appropriate protocol is selected
B Sync.Src: Specification of the synchronization protocol
W Utc.fracsec.tqic: Quality of the device time in relation to the time source
O 15 - Device time not synchronized or deviates more than 10s

from the time source
O <10 - Device time synchronized and deviation from the time
source is less than 1s

Devee Informatsan

HRFS 21681,
WP - Interfoce (CCCH lstbyne QR0 122006 RO 195168.1.19
cuality a stabe OFFLINE
Mumiary
sanal L1
System Infarmation
Sammer time False
SCADA
FmESre NTP
Time synchecnizataon « methed
Trezone 1
PCAP
uefracsacdst 9
o e fracseciss 2157

wicfracsecisd 9
b fracsec o a
e frasseclip a
etraciectme 13

[FIEEES Q1120210 13:2307
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4, User database and access rights

The measuring device is equipped with a user role and user rights concept including user
database, which corresponds to the current IT security guidelines.

The main functions are:

0 Es kAny number of users can be stored in the device with uniquely identifiable names.
0 The users are to be assigned to a role.

0 The roles (administrator, operator and user) define the rights.

The detailed description of the rights and roles with specification of the rights is
listed in the security documentation.

Login Whenever a function is called from the WinPQ lite software,
such as Read parameterization (Para), Online data (Online),
Bdminisiratas Data Explorer (Import), the encoder checks by entering
ssssssssssansase the user name and password whether the user has the

s 2 required rights for this function.
SVE pASsWOr

! [ Cancel ] [ OK ]
—
[ e — 7 If the password and or the user name are entered incorrect-
f ly or if the user does not have the right to access a function,
Authentication failed: this is reported back accordingly.
192.168.56.211 22 -

is automatically disconnected!

j = If incorrect entries are made, the connection to the meter via the SSH tunnel
) |

= The number of failed attempts (factory setting: 3) before a user is locked for a
certain time (factory setting: 1 hour) can be set.

= Failed attempts are logged internally and output via Syslog and can also be
queried via the user administration.
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4.1 Adding and editing users

If the measuring device is set up in safety mode (see device instructions chapter 6.3), any
number of users can be stored in the measuring device.

During the initial setup, a user was already created for each of the roles "User", "Operator",
"Administrator" and, if applicable, "Machine-to-Machine (M2M)" in the measuring device.
has been stored. To store additional users or to edit, lock/unlock users that have already
been edit, lock/unlock or delete already created users, proceed as follows:

Gerat lgschen
Stisamdaten Click on "Edit user" in the device
Kalibrierung .
Firmware updaten Settlngs'
Benutér bearbeiten
Online Diagnose
S —
it Enter the user name of the administ-
rator and the corresponding pass-
Gt word.
Cameed | [ O®
e Bz logn stiergs  Sune
oot v ] raes 40 e
Dt st [ A Fa | o
arl L o e P | . X .
User information is downloaded from
the meter and displayed.
Clene
Funktionen
f Edit user
. Delete user
Add user Add new user
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If clicking on "Edit user" or on "Add user", an input mask for the parameterisation of the
user opens.

Password requirements:

Username: Administrator

Min. password length: &
Comment: Generated by WinPQlite

Min. lower case letters: 1
Role: administrator - ]

Min. capital letters: 1
Suspended:
Min, Numbers: 1

Login attempts: 0 Reset login attampts

Min. other characters: 1

Password:

Cancel ] | Save

Clickon " *@¥€  to transfer the settings to the instrument, store them and activate

them from this point on.
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4.2  IT security settings and password requirements

The administrator has the possibility to specify the assignment of passwords via the so-
called password policy. Proceed as follows to make the settings:

Fabisnleppich
Sebbsssasnnas

[t | (0]

Bazizansicht

Basisansicht
Expertenansicht
Service

%

Click on Para to download the com-
plete instrument parameterization
from the measuring instrument.

Enter the user name of the adminis-
trator and the associated password,
since the policy can only be set by the
administrator.

Changing the interface from the basic
view to the expert view

WinPQ lite 5.0.0 - 07,

WinPQ - Schnittstelle (CCCI)
SSH
Geratebezeichnung
TCP/IP — Einstellungen
» Lizenzverwaltung
Modbus
» Grenzwerte / Aufzeichnung
» Binaraufzeichnung
» SCADA-Manager
Syslog
| » Zeiteinstellung

Parametername

Maximalanzahl fehlgeschlagener Anmeldeversuche

Ablauf Nutzerpasswort [Tage]

Maximalanzahl Passwortanderungsversuche

Minimale Passwortlénge

Minimalanzahl Zahlen in Passwortern

| Nutzerverwaltung

Minimalanzah| GroBbuchstaben in Passwértern
Minimalanzah| Kleinbuchstaben in Passwortern
Minimalanzah| Sonderzeichen in Passwiértern

Minimalanzah| Zeichenklassen in Passwértern

In the menu item User administration
parameters, the following necessary
parameters can be defined in additi-
on to the port guidelines.
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0 Maximum number of failed logon attempts: Number of logon attempts on the device
before a us-er can log on to the device again for a configurable time (factory setting:
1 hour). The parameter can be freely set via the SSH console if required for the lockout
period.

0 User password expiration [days]: After the set days have expired, the user can no
longer log on to the device without having to change the password.

0 Maximum number of password change attempts: Number of attempts to change the
password on the device.

The password should be as complex as possible!
m It is always recommended to adhere to the relevant known and country-
specific guidelines!

Germany: It is recommended to adhere to the guidelines for passwords of the
Federal Office for Information Security (BSI).

5. Firmware Update

Power Quality devices from KBR are subject to continuous further development.

It may therefore be necessary to update a device, e.g. due to changes in standards,
new functions or necessary security patches. The latest firmware version can be found
under the following link.

https://www.kbr.de/download/apps-software-gsd-dateien/
Administrative rights are required for a firmware update!

The power supply to the device must not be disconnected until the
complete restart, which is automatically triggered as part of the update,

has been completed!

28808_EDEBDA0332-1424-1_EN
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5.1 Firmware Update with WinPQ lite Software

A firmware update for the measuring
device can be carried out using the

Delete Device General setup function on the station
Stream Data tile.

Calibration

Firmware-Update [} 0 Select the folder in which the file
for the firmware update is located

(zip file)

Device Status

0 This function is used to transfer the
firmware to the network analyzer.

m" I m————= O M ]
Organisieren = Meusr Ordner - 1 @

=
Favoriten Namrse Ancierungsdatum Ty Grode

I Desitop i PO-DA_Smart RCOZp 12082014 1645 ZIP-kpmprimierter 1.270 K8

s Downigads

& Dvopbax

Lp Zulert besucht

24 Balictheien
& Bader
% Dokumente Iy
4 M
B videes

Datename: = i‘lrrnmlt[‘apl 'i
| e |

After the firmware has been completely transferred to the measuring device, it automati-
cally restarts automatically restarts and installs the new firmware version.

5.2  Ensuring the integrity of firmware updates

Since firmware version 2.12, the firmware update archive and the update procedure are
protected by a digital signature including certificate handling.

If a firmware archive has an invalid digital signature, the device interrupts the update
process immediately for security reasons..
5.3  Automatic firmware update of many devices

With the help of the WinPQ system software, all measuring devices can be updated easily
with just a few clicks and with full clarity and control.
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6. Lizenzupdate multimess F144-PQ and multimess D9-PQ

The multimess F144-PQ and multimess D9-PQ network analyzers can be equipped with

various options. These options can be activated at any time after purchase using a license

code.

To order an option, the following information is required to create a license code:
0 Serial number of the measuring device

0 Item number of the device

0 Desired option

If you have received a valid license for the connected device, add it to the device parame-

ters.
WinP(l - Schaittstelle (CC00 Parametemane Wert
5H Ablisfriatum 21060106
Gerltebazeichnung Lienzschlussel ST b 144925 BEDBOR0G- 11 1 TR
TCRAP = Einstelungen

d Lizeravermaltung
Meriomal Bz Abtastrate 40 iz
Mgriemad P1: 1EC SOBT0-3- 704
Meremal P2 IEC B850
M riernal D1: RCM
Meremal Fi: PODIF-IEEE 115052019

Example: Upgrading option F1 for multimess F144-PQ

1 The following options are available:

0 B1:40.96 kHz sampling rate (2 kHz to 20 kHz permanent recording)
0 P1:IEC 60870-5-104

0P2:1EC61850

0 P3: Modbus master recording

0 D1: RCM (multimess F144-PQ only)

0 F1: PQDIF according to IEEE 1159.3

Licenses should be sent to the device without further adaptation of the para-
meterization and their acceptance checked in the display/online diagnostics.

Only then are individual parameters of the added option available.
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